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MNMpeaucnosune

1 PASBPABOTAH 3A0 «MHTerpa-C» c yyactnem 3A0
«Bonracneupemctpon», OO0 «WHTerpa-T», OO0 «UHTEIMPA-M», ©Ir'yrn «HWL
oxpaHa» MB[Jl PO

2 BHECEH TexHunyeckum KoMUTETOM MO CcTaHgaptu3aumm TK 22
«MHopmMaunoHHble TexHonormy» no cornacosaHnio ¢ TK 71 «[pagaHckada
obopoHa, npegynpexgeHne Wn nuMKBMOAUMSA Ype3BblHanHbIX cuTyauumn», TK 234

«Cuncrembl OXpaHHOVI CuUrHanmsaumm 1 I'IpOTI/IBOKpI/IMI/IH&J'IbHOI?I 3alunTbl»

3 YTBEPXXOEH M BBEJEH B OEWCTBWE [Mpukasom PenepansHoro
areHTcTBa no TEXHNYECKOMY perynmpoBaHuto n MeTponormm

oT Ne

4 BBENEH BINEPBbIE
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lMpasuna npumeHeHuUsi Hacmosiwe2o cmaHOapma ycmaHoerneHsl 8 OCT P
1.0-2012 (pa3den 8). NHgpopmayusi 06 U3SMEHEHUsIX K HacmosiwemMy cmaHOapmy
nybrniukyemcsi 8 exe200HOM (1o cocmosiHuro Ha 1 siHeapsi mekywe2o e00a)
UHOpMayUOHHOM yKaszamerne «HauuoHanbHble cmaHdapmbl», a oguuyuanbHbIU
meKkcm uU3MeHeHUU U rornpasok — 8 eXeMeCs]HHOM UHGOopMaUyUOHHOM yKa3amerie
«HayuoHanbHble cmaHOapmebl». B criydae nepecmompa (3amMeHbl) unu OmMeHb!
Hacmosuw,eao cmaHdapma coomeemcmeyruwee yeedommneHue bydem onybrukoeaHo
8 OnuxaluweM  8bIyCcKe  eXeMecs4YHo20  UHOPMAaUUOHHO20  yKa3ameris
«HauuoHanbHble cmaHOapmel». Coomeemcmeyrowas UHgpopmauyusi, yeedomreHue
U meKkcmbl pasMmewjaromes makxe 8 UHopMayuoHHou cucmeme obujeeo
rnonb3o8aHuUsi — Ha oguyuansHoM caume ®edepanbHo20 az2eHmcmea 1o

MexXHUYECKOMY peayruposaHuro U Memporioauu 8 cemu MHmepHem (www.gost.ru)

© CrangaptuHdgopwm, 2016

HacTtoswmii  ctaHgoapT He MOXeT ObiTb MOMHOCTBIO MMM Y4acTUYHO
BOCMPOM3BEAEeH, TUPaXvMpoBaH W pacrnpocTpaHeH B KadyecTBe oduLUnanbHOro
nsgaHna 6Ges paspelieHusas  deagepanbHOro  areHTCTBa MO TEXHUYECKOMY

PErynMpoBaHuIio U METPONOrnn
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BBepeHune

CraHpapT paspaboTtaH C UuUenblo paclMpeHuss rpynnbl HauMoOHanbHbIX
CTaHOapTOB Mo Hopmanu3auuu TpeboBaHW NpU CO34aHUN UHTErPUPOBAHHbLIX
WHTENNeKTyanbHbIX CUCTEM MOHUTOpPUHIra U obecneyeHns 6e3onacHOCTU
npegnpuaTun  (ganee MNCMnOBIT), mnx pacnpegeneHHblx OOBLEKTOB U
Tepputopuin, dopmanu3aumm  obwmx TpeboBaHWMN K MPOEKTUPOBAHMIO
MNCMunOBIT n ocHalweHno npeanpuaTnin  cpeacteamm  MHGOPMaLMOHHO-
KOMMYHUKAUMOHHbIX  TexHorormn  (ganee - IKT)  obwero  HasHayeHus,
obopygoBaHMeM M NporpaMMHbIMW CpeacTBaMu Of1sl pelleHust NpuknagHbiX
3a7a4y OUEHKM COCTOSHUS LIEeNTOCTHOCTU U Be3onacHOCTU 06beKToB, NPoLEeccoB
MW pecypcoB  NpPeanpusTUi,  OpraHusauum  B3aMMOOENCTBUA  Cryx0
BOCCT@HOBMEHNSA UENOCTHOCTM M NUKBMOAUMW NOCNeACTBUMA aBapUMHbBIX U
KPUTUYECKUX CUTYyaUMn Ha obbeKkTax npeanpusaTui N CMEXHbIX TEPPUTOPUAX C
y4yeToM ApYrnx MHPOPMALMOHHBLIX UCTOYHMKOB, OTPaXKaloLMX COBPEMEHHbIE
HanpasneHnsa pa3BuTna cuctem 6e30NacHOCTU NPOMbILUSIEHHBIX U COUMarnbHbIX
00ObEKTOB, paclmpeHns obnactu nNpPUMEHEeHUs, a TaKkKe MpuUBedEeHUs B
COOTBETCTBME C OEWCTBYKOLEN HOpMaTuBHOM Gason. [NpumMeHeHue ctaHgapTa
B3aMMOCBSI3aHO CO CTaHAapTamu

TOCT P 22.1.01-95 be3onacHOCTb B 4pe3BblHaWHbIX CUTyauUsX.
MoHWUTOPUHr 1 NporHo3nposaHue. OCHOBHbLIE MOTOXEHWS

MOCT P 22.1.12-2005. CTpyKTypupOBaHHasi cUCTeEMa MOHWUTOPUHra W
YrpaBneHNa MWHXEHEePHbIMM CUCTEMaMKU 34aHuA U coopyxeHun. OO6uue
TpeboBaHus

MCT P 22.1.31-2013 bBesonacHOCTb B 4pe3Bbl4aWHbIX CUTyauUsaX.
CTpyKTypypoBaHHaa cucTemMa MOHUTOPUHIA W YNpaBfeHna WHXEHEepPHbIMU
cucTeMamMu 34aHUMN U COOPYXeHUn TpeboBaHWs K MNOPSAKY CO3OaHUS WU
aKcnnyatauum,

FOCT P 34.10-2012. HpopmaumoHHasa TexHonorms. Kpuntorpadguyeckas
3awmTa mnHpopmaumn. lNpouecchbl PopMUPOBaAHUA N MPOBEPKN INEKTPOHHOM
LUMdPOBON NOANUCKY,

MCT P 12.1.019-2009 Cwucrtema ctaHgaptoB 6e3onacHocTv Tpyaa.

OnekTpobesonacHocTb. Obwme TpeboBaHNA N HOMEHKNAaTypa BUA4OB 3aLMThl,
Vil
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VI

a TaKk Xe C MexXayHapoOHbIMM W HauuoHamnbHbIMW CTaHgapTamu no
BOMpoOCcaM MHPOPMaLMOHHON BGe30NacHOCTH.

Ha pbiHke peanusauun VKT pewenun B8 MUCMuOBIT Poccun yyacTHuku
cosgatoT nokaneHble WWCB, koTopble u3-3a B3auMHbIX pasHornacum u
HecornacoBaHHOCTM B  MPUHUMNAX CBOEro  MNOCTPOEHUA  HEBO3MOXHO
0O6beauHUTL C LeNnblo co3gaHMsa eauHOM cucTeMbl 6e30nacHOCTU OOBLEKTOB U
Tepputopuin rocygapctea. PegepanbHbli 3akoH oT 9 deBpans 2007 r. Ne 16-P3
«O TpaHcnopTHon Ge3onacHocTuy, ctatbsa 11 MIHopmMaunoHHoe obecneyeHne
B obnactm TpaHcnopTHOM ©Ge3onacHOCTW, a TakkKe pacrnopsikeHue
MpaButensctBa PO ot 17 pekabps 2010 r. Ne 2299-p «O nnaHe nepexona
denepanbHbIX OpraHoB UCMOSTHUTENBHOW BracTn n dpegepanbHbiX GH0oKETHBIX
YyYpeXaoeHMn Ha ucnonb3oBaHMe CcBOOOAHOro nporpaMMmHoro obecneyvyeHus
(2011-2015 rogbl)» nogTBepXxaakwT PakT HeobXOAMMOCTU CO3[aHuUs Takou
NHPOPMALMOHHO-TEXHUYECKOM CUCTEMBI, KOTOpass OBecneyvnmt KOMMIIEKCHYH
3awmTy xutenen Poccmm n rocyqapCTBEHHO BaXXHbIX 0OBHEKTOB 1 TEPPUTOPUI

Ons obecnevyeHns ©e3onacHOCTM IIOAEN, OPUANYECKUX NUL, UX
nmyliecTea AOCTYyn K uMHGoOpMauMM W ee nepefada B e€AMHOW cucteme
GesonacHOCTM rocygapcTBa MOCPEACTBOM  WUCMOSb30BAHUA  ANIEKTPOHHOM
nognucu, no3eonsieT paboTHMKAM MNPaBOOXPAHUTENbHBIX OPraHoB W OPYrvM
YNONTHOMOYEHHBbIM KOMMETEHTHbIM NULAaM MCNonb3oBaTb B CBOen pabote
3alUULLEHHY0 Hagnexawmm obpasom 6a3y naeHTUUUMPOBAHHBLIX OaAHHbIX
cucteMbl 6e30nNacHOCTM BHE 3aBUCUMOCTW OT TOro, obopydoBaHWE Kakoro
npon3BoanTENa U Ybe MporpaMmHoe obecnevyeHne MUCMonb3yeTcsl B KayecTBe
CTPYKTYPHbIX 31EMEHTOB B cucTeme 6e30nacHOCTM, KTO ee MpOoeKTMpoBan,
NPOM3BOAUIT MOHTaX W HACTPOWKy. B CBsis3M C 9TMM BO3HMKNA oOcCTpas
HeobxoaAMMOCTb B CO34aHMM CTaHAapToB, OOycnaenuBaloWmMX e€ANHCTBO
TpeboBaHWin, KOTOpbIE OOSMKHbI NPEeabABNATLCA K BHOBb NMPOEKTUPYEMbBIM UMK
noanexatumm PEKOHCTPYKLUMMK WHTErpMpOBaHHbIM NHTENNEeKTyanbHbIM

cncremam ©e3onacHocCTM.



I'oCT P

HAUWOHANBbHbLIAN CTAHOAPT POCCUUCKON ®EOQEPALUN

NMHOOPMALUMUOHHbLIE TEXHOJIOI'NN
CUCTEMbI BE3OMNACHOCTU KOMITJIEKCHbIE U
MHTETPUPOBAHHbBIE

TunoBble Tpe6OBaHUA K apXUTEKTYpPe U TEXHONOIMAM UHTENEeKTYyarnbHbIX
CUCTEeM MOHUTOPUHra ana obecnevyeHusi 6e3onacHOCTU NpPeaNPUATAN U
Tepputopumn
Comprehensive security systems and integrated. General requirements for the

typical architecture, hardware and software intelligent monitoring systems to ensure
the safety of enterprises and territories

[JaTta BBeaeHuss —

1 ObnacTtb NnpUMeHeHus

HacToswmin ctaHpapT onpedensieT HasHauyeHne W ycTaHaBnuBaeT obLume
TexHUYeckne TpeboBaHUS K apXUTEKType, COCTaBy KOMMOHEHTOB U PYHKUMAM
WHTErPUPOBAHHbLIX MHTENMEKTyanbHbIX CUCTEM MOHWUTOPUHra U obecnevyeHuns
Ge3onacHoCTM  pacnpefeneHHblX OObekToB  MPeanpusaTMn U TeppuTopuii
cTpaTermyeckux W couuManbHO-3HaYNMbIX OOBLEKTOB B pervoHax Poccuiickon
denepaumn. OnpepensieT obwme TpeboBaHUA K NPOEKTUPOBAHWNIO AaHHbIX CUCTEM U
OCHalLleHMIO  MpeanpusaTUn  cpeactBaMmyM  MHAPOPMAaLMOHHO-KOMMYHUKALMOHHbBIX
TEXHONOornn obLLero HasHavyeHnsi, 06opyaoBaHNEM U NMPOrpaMMHbIM CPpeacTBam anist
pelleHns NPUKNagHbIX 3adady OLEHKM COCTOSHWSA LIeNTOCTHOCTU U 6e30mnacHocTu
00bEKTOB, MPOLIECCOB W PECYPCOB MNPeanpuUsiTU, OpraHu3auun B3auMOAeNCTBUS
cny6 BOCCTaHOBMEHUS LEMNOCTHOCTM U NUKBMAAUMM NOCNeacTBUA aBapUiHbIX W

KPUTUYECKMX CUTYyaLMIN Ha 0ObekTax NpeanpuUsaTUn U CMEXHbIX TEPPUTOPUSIX.

U3paHune ocpmumansHoe
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[MonoxeHnss HacTodAWero craHgapTa pacnpoCTPaHATCAa Ha  cregyolime
00beKTbl CTaH4apTU3aunmn:

03.220.20 JopOoXHbI TpaHCNOPT;

03.220.30 PernbcoBbIn TpaHCNopT

03.220.40 BogHbIn TpaHcnopT

03.220.50 Bo3gyLHbIW TpaHCnopT

03.220.99 Buabl TpaHcnopTa npo4yne

13.020.30 OueHka BO3AENCTBUS Ha OKpYXKaloLLyo cpeay;

13.200 Bopbba ¢ HecHacTHbIMK Criy4asMu K KaTacTpodamu;

13.220.01 3awmTa oT NOXapos.;

13.280 3awmTta OT pagnaumoHHOro U3ny4YeHns;

13.310 3awmTta OT npecTynneHui;

13.320 Cnctembl aBapMnMHOW CUrHaNU3auum 1 onoBeLLeHus;

33.020 TenekoMMyHUKaLNKN B LIENOM;

33.040 TenekOMMYHUKaALMOHHbIE CUCTEMBI;

33.050 TenekoMMyHMKaLMOHHAA OKOHeYHasi annaparTypa;

33.060.30 PaguopenenHbie 1 cTaumoHapHble CYyTHUKOBbIE CUCTEMbI CBSA3M;

33.070 MoaBmkHblE Cryx0Obi;

33.080 Lindpposas cetb cBa3un ¢ nHterpauymen cnyxo (ISDN);

33.200 TenemexaHuka. TenemeTpus;

35.020 NHdpopmaumoHHble TexHonoruun (UT) B uenom;

35.040 Habopbl 3HaKOB 1 kKogMpoBaHMe MHoOpMaLuu;

35.080 lNMporpammHoe obecneveHune;

35.100. B3anmocBs3b OTKPbITbIX CUCTEM,;

35.110 OpraHusauus ceTu;

35.140 KomnbtoTepHasa rpaduka;

35.160 MukponpoLeCCopHbIE CUCTEMBI;

35.180 NHdopmaLMOHHO-TEXHONOMNMYECKNE TEPMUHAnbI U gpyrne
nepudepumHble yCTPOUCTBA;

35.200. NHTepdencbl n mexcoeanHUTeNbHbIE YCTPOUCTBA;

35.220.01.3anoMmunHarowme yCcTponcTea;

35.240 MprmeHeHne MHPOPMaLMOHHbIX TEXHONOINMI;

47 CynoCcTpOoeHMe N MOPCKNE COOPYXKEHUS;
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49.140 Kocmunyeckne cuctembl 1 onepauuu;

93.080.30 [JopoxHoe ob6opyaoBaHME U YCTAHOBKW;

93.100 CoopyxeHune XenesHblX 4OpOor;

93.120 CoopyxeHune a3ponopTos.;

93.160 CoopyxeHune rmapoTeEXHNYECKMX OOBEKTOB;

95.020 BoeHHas TexHUKa. BoeHHble Bornpockl. BoopyxeHue

TpeboBaHnst HacTosWero craHgapTa npegHasHaveHbl And UCNONb30BaHWUSA
eneparnbHbIMWU U permoHanbHbIMU OpraHamMu MCMOMHUTENBHOW BriacTu CyObeKkToB
Poccuiickon depepaunu n MECTHOro camMmoynpaBneHus, Hay4HO-
nccnenoBaTenbCKUMK, NPOEKTHbIMM, CTpOMUTENbHLIMU n MOHTa)XHbIMK
opraHM3aumsaMn, OCYLLECTBIIAIOWNMM NPOEKTUPOBAHNE, CTPOUTENBCTBO, MOHTAX,
aKcnnyataumo, TexHu4eckoe obcnyxuBaHue W COMNPOBOXAEHWE  CPencTB
MNCMnOBIT Ha obbektax WHXEHEepPHOW, TPaHCMOPTHOM WU  coumarbHON
NHPPaCTPYKTYpbl NPEeanpPUATUIA N PETMOHOB, TaKMX Kak:

-HauMOHarbHble 3NEeKTPOCEeTH;

-MarncTparbHble NIMHUA CBA3M;

-06beKTbl TeNnepagmoBeLLaHmns;

-onacHble NPON3BOACTBEHHbIE OOBHEKTHI;

-MarncTparbHbI€ XXene3HO-A0POXHbIE CETH;

-MarncTparnbHble Tpybonposoapl;

-HedpTeraszonepepabatbiBatoLme NPON3BOACTBA;

-3HeproreHepupyoLmne odbekTbl MowHOCTLIO 6onee 50 MBT;

-HauMoHarbHble NOYTOBLIE CETY;

-MeXayHapoaHble adaponopThl;

-MOPCKUe NOopTbl MEXAYHAPOAHOro 3HAYEHUS;

-a3pOoHaBUraLMOHHbIE CUCTEMbI YNpaBNeHNsa BO3AYLUHbIM OBVKEHNEM;

-CUCTEMbl UM YCTPOWCTBA, perynupylomMe u rapaHTupylowme 6Ge3onacHoOCTb
CyO0XOA4CTBa;

-06bEKTbl aTOMHOWN SHEPIETUKM;

-06bEKTbI KOCMUYECKOW OTpacnu;

-BOOXO35INCTBEHHbIE COOpPYXEeHU4;
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-aBTOMOOUIbHbIE [oporn edepanbHOro 3HavYeHus W Ap., a Takke npu
opraHMsaumm 1 NNaHUPOBaAHUN MEPOMNPUATUI MO NPUBIIEYEHUIO CUIT U CPEACTB ANS
npegynpexageHns N NMKeMaaunumn aBapunHbIX U YpesBbl4anHbIX CUTYyaLM B permoHax
pasfiIMYHOro xapakrepa.

OTpenbHble  MOMOXEeHUs  cTaHgapTa crnegyeT  MCNonb3oBaTb — OopraHam
TEXHUYECKOrO pPerynmupoBaHMs U akKpeaUTOBAHHbIMW B YCTAHOBMEHHOM MOpsiaKe
opraHmsaumam (NpeanpuATUSM), OCYLLECTBASAIOWMM  OUEHKY W cepTudukauuio
obopynoBaHMA M NpPOrpaMMHbIX CPEACTB Ha COOTBETCTBME HaLMOHAaNbHbIM U
MeXAyHapOoaHbIM cTaHaapTaMm.

Ha ocHoBe nOMNoXeHWW HacTosILero craHgapta crnegyeT paspabaTbiBaThb,
pernoHarnbHble W oOTpacrieBble HOPMaTMBHblE [LOKYMEHTbl M Mpodunn CpeacTs
MNCMuOBI1, yuuTbiBaowmMe pernvoHanbHble OCOBEHHOCTM U OTpacCreBYHO

cneumduKy o6bEKTOB, NMPOLECCOB M PECYPCOB NPeanpUATUNA.

2 HopmaTtuBHbIe CCbISIKN

B HacTosilLem cTaHgapTe MCnornb3oBaHbl HOPMATUBHBIE CCbINKN Ha criegylowme
AOKYMEHTBI:

FOCT 27.002-89 HapgexHocTb B TexHuke. OCHOBHblE MOHATUSA. TE€PMUHbI U
onpeaenexus

FOCT 34.003-90 WHdopmaumoHHaa TexHonorus. Komnnekc ctaHaapToB Ha
aBTOMATU3NPOBAHHbIE CUCTEMbI. ABTOMAaTU3MPOBAHHbIE CUCTEMbl. TEPMWHbI W
onpeneneHus

FOCT 34.601-90 WHdpopmaumoHHaa TexHonorus. Komnnekc ctaHaapToB Ha
aBTOMAaTU3NPOBaHHbIE CUCTEMbI. ABTOMATMU3NPOBaHHbIE cucTteMbl. CTagumn co3gaHus

FOCT 34.602-89 WHpopmaumoHHas TexHonornsa. Komnnekc crtaHaapToB Ha
aBTOMATU3NPOBAHHbIE CUCTEMbl. ABTOMAaTM3MPOBAHHbLIE CUCTEMbI. TexHM4Yeckoe
3afjlaHve Ha co3gaHve aBTOMaTU3NPOBaHHbIE CUCTEMbI

FOCT 34.603-92 WHdopmaunoHHasa TexHonorusi. Bwuabl  ucnbiTaHuin
aBTOMATU3NPOBAHHbLIX CUCTEM

roCT 28147-89 Cucrtemsl 0bpaboTkn MHJOpMaLn. 3awmTta
KpunTorpaduyeckas. Anroputm kpuntorpadmyeckoro npeobpasoBaHns

NOCT P 1.0-2012 CrangapTtusauma B Poccunckon depepauun. OCHOBHbIE
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NONOXeHNs

FOCT P 22.1.01-95 Be3onacHOCTb B YpesBbl4arHbIX cUTyaumsix. MOHUTOPUHT U
nporHosmpoBaHne. OCHOBHbIE NOJTOXEHUS

TOCT P 34.10-2012 WHdopmaumoHHas TexHonornsa. Kpuntorpadguyeckas
3awmTta wuHGopmaumn. [lpoueccbl OPMUPOBAHUS W MPOBEPKN  3NEKTPOHHOWN
UndpoBoKr nNoanmncu

FOCT P 34.11-2012 WHdopmaunoHHas TexHonornda. Kpuntorpadguyeckas
3awuTa nHpopmaunn. PyHKUNSA X3LINMPOBaHUS

FTOCT P 50739-95 CpencrtBa BblMUCIUTENBbHOM TEXHUKKW. 3awmTa oT
HEeCaHKLMOHNPOBAHHOMO AocTyna K MHpopmauun. Obwme TexHmdeckne TpeboBaHus

FTOCT P 50922-2006 3awmuta uHPopmaumm. OCHOBHbIE TEPMUHbI U
onpeneneHus.

FTOCT P 51275-2006 3awmta wuHdopmauuun. OO6BLEKTbl WHdOpPMaTU3aLUK.
dakTopbl, Bo3gencTsylowme Ha nHpopmaumo. ObLume nonoxeHns

FOCT P 52438-2005 lNeorpadguyeckne MHPOPMaLMOHHbLIE CUCTEMBI. TEPMUHbI
n onpegeneHuns

TOCT P 55062-2012 WHdopMaunoHHble  TexHonormn.  CucTtembl
NPOMBbILLNIEHHONW aBTOMaTU3aUMM U UX unHTerpauusa. KVIHTeponepabenbHOCTb.
OCHOBHbIE NONOXeHUA

FOCT P NCO/M3K 12207-2010 NHdopmauunoHHasa TexHonorus. CucrtemHas m
nporpaMmmHas nHxeHepus. Npoueccbl XM3HEHHOMO LUKNa NporpaMmMHbIX CPeAcTB

FOCT P NCO/M3K 15288-2005 MHdopmaunmoHHas TexHonorusi. CuctemHas
nHxxeHepwms. MNpouecchl XNM3HEHHOTO LMKIa CUCTEM

FOCT P UCO/M3BK 15408-1-2012 NHdopmaumoHHaa TexHonornsa. Metogbl u
cpeactBa obecneyeHns GesonacHocTn. KpuTepum oOueHkn  He3onacHoOCTU
MHGOPMaLMNOHHBIX TexHonornn. Yactb 1. BBegeHue n obwasa mogenb

FOCT P NCO 15704-2008 lMpomblWsieHHbIE aBTOMATU3NPOBAHHbIE CUCTEMBDI.
TpeboBaHus K CTaHOAPTHBIM apXUTEKTypamM U METOAONOMMAM NpeanpusTms

NOCT P WCO/M3IK  29361-2012  WNHdOpMaLMOHHAA  TEXHOSOrus.
NHTeponepabenbHOCTb ceTeBbIx yenyr. basosbin npoduns WS-1. Bepcus 1.1

MY3 «lpaBuna ycTponcTBa 3MeKTPOYyCTaHOBOK. M3gaHue 7», yTBEpPXAEHbI

npukasom MuHaHepro Poccun ot 08.07.2002 r. Ne 204
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MpnmeyaHune — [pn NoMNb30BaHUM HACTOALWMM CTaH4ApPTOM LenecoobpasHo
NpPOBEPUTbL [OEWCTBME CCbINOYHbIX CTaHOApPTOB B WH(OPMAaLMOHHOM cucTeme obLero
nonb3oBaHnA — Ha odmumanbHoMm cante degepanbHOro areHTCTBa MO TEXHUYECKOMY
PErynvpoBaHuIO M METponiorMn B ceTn VIHTEpHET unM No  eXerogHo u3gaBaemMomy
MH(POPMaLMOHHOMY YKasaTento «HaumoHanbHble CTaHO4apTbli», KOTOPbIA onybnvkoBaH no
COCTOSIHUIO Ha 1 dAHBaps TeKyllero roga, M Mo BbINyCKaM eXeMeCsa4yHO u3gaBaemMoro
WHOPMALIMOHHOIO yKasaTens «HauuoHanbHble cTaHgapTbl» 3a Tekywmin rog. Ecnu
3aMEeHEeH CChbIfIOYHbLIA  CTaHAapT, Ha KOTOpbli AaHa HegaTMpoBaHHasi CCbifika, To
pekoMeHOYyeTCs MCMNonb3oBaTbh OEWCTBYIOLLYIO BEPCUIO 3TOrO CTaHgapTa C y4eToM BceX
BHECEHHbIX B [aHHYH BEPCUD M3MeHeHMW. Ecnn 3ameHeH CCbINOYHbIA CTaHgapT, Ha
KOTOPLIN JaHa OaTMpOBaHHas CCbifika, TO PEKOMEHOYETCS WCMNONb30BaTb BEPCUID 3TOrO
cTaHgapTta € yKasaHHbIM Bbille ro4oM yTBepXaeHus (MpuHaTus). Ecnv nocne yTBepXxaeHus
HACTOSILLEro CTaHgapTa B CCbITOYHbIA CTaHOApPT, Ha KOTOPbIN AaHa gaTMpOBaHHAsA CCbiflka,
BHECEHO W3MEHEHWe, 3aTparvMBalolLee MOMIOKEHME, Ha KOTOpPOEe [aHa CCbifika, TOo 3To
NONOXeHne pekoMeHayeTcsa NPUMeHsaTb 6e3 yvyeTa A4aHHOro M3mMeHeHusi. Ecniv cebinoyvHbIn
cTaHAapT OTMeHeH 6e3 3aMeHbl, TO MOMOXEHMEe, B KOTOPOM [aHa CCbiflka Ha Hero,
peKoMeHOYeTCs MPUMEHSATDL B YacTu, He 3aTparmBalowen 3Ty ccbiniky. CBeaeHnsa o AencTeum
CBOAOB NpaBuil MOXHO NpoBepuTb B PegepanbHOM MHGPOPMALNOHHOM hOHOE TEXHUYECKNX
pernameHToB U CTaHOAPTOB.

3 TepMuHbI U onpeaeneHns

B HacTosiwlem cTaHgapTe  UCMoMb3ylTcs  credylwme  TepMUHbl  C
COOTBETCTBYHOLLMMU onpeneneHnsMu.

3.1 aKkTMBHble 3aneMeHTbl: OpraHbl NPUHATUS peLLeHnn (YenoBek-onepaTop,
KOMMEKTMB WL, U TEXHWYeckme YCTponcTea), paboTa KOTOpbIX MOOAEPXKMBAETCHA
crneumnanbHbIMM METOOMYECKMMU W MpOrpamMMHbIMU cpeacTBamMun (MAeHTUUKaums
CUrHanoB [JaTyuKoB, anroputMbl 00paboTKM AdaHHbIX, CcueHapum [eucTBUA B
KOHKPETHbIX CUTyauusix W npouenypbl COracoBaHMs WM MNPUHATUSA pelleHui B
TMNOBbIX CUTYaLMAX).

3.2 apxuTeKkTypa npeanpuaTUNA. YnopsgoveHHas COBOKYMHOCTb
OpraHM3auUMOHHO-MPABOBbLIX OCHOBAHUN OEeATENIbHOCTU, OPraHM3auMOHHbIX CTPYKTYP
yrnpaBneHnsa, OObEeKTOB  WHXEHEePHOW, MNPOU3BOACTBEHHONW UK couuMarbHOW
MHPaCTPYKTYpbl NpeanpuaTus, onpegendwoowas LUenoCTHOCTb npeanpusatus u
yCcrnoBusi ero yHKLUMOHNPOBAHUSA B OKpPY>KatoLLen cpege.

3.3 apxuteKktypa cuctem 6e3onacHocTu: CocTaBHad 4acTb apXUTEKTYpbl
npeanpuaTtusa, obecneynBarolias  PYHKUMOHUPOBAHWE NPeanpuUsTMS U ero
LEenoCTHOCTb, a TaKke WX 3aluTy OT pas3HOro poda HeratvBHbIX BO3OENCTBUW,
onpegensoLwas coctaB OpraHn3aunmoHHO-NPaBOBOrO, METOANYECKOro, TEXHUYECKOro

n nporpammMmHoOro obecneyeHna cucrtem MOHUTOPUHIA COCTOAHUA 00bEKTOB,
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TpeboBaHnsa Kk pyHKkumMsaM cnyxb 6esonacHocTn, cneumanbHoMy o060pyaoBaHMIO U
9MNEKTPOHHbIX KOMMYHUKaLWA, Npoueanypam NOAroTOBKM MHOpMauMn ansa npuHATUA
peLleHnii No Ux HemTpanusaumm MHUMAEHTOB-Yrpo3 6e30nacHOCTM U MUHUMU3aUnn
PUCKOB U yuiepba B OCHOBHOM AeATENbHOCTU NpeanpuaTus.

3.4 6e30nacHOCTb: YCroBUS, Npu KOTOPbIX NPOLIECCHI N peCcypcChl NpeanpusaTus
He NOoABEepPXXeHbl BHELUHUM U BHYTPEHHUM HEraTUBHbBIM BO3OENCTBUSAM.

3.5 reouHcdopmaumoHHaa cuctema:. VHdopmaumoHHas ~— cuctema,
onepvpytoLlas NPOCTPaAHCTBEHHLIMU JAHHBIMMU.

3.6 Xu3HeHHbIM uuMkn: [leprvog co3gaHWs M UCMOMb30BaHWUS  CUCTEMBI,
OXBaTblBalOWNA Pa3nnYHble COCTOSIHMS, HadYMHass C MOMEHTa BO3HMKHOBEHMS
HeobXoAMMOCTM B TaKOW CUCTEME W 3aKaH4iMBasi MOMEHTOM BbIXxoda CUCTEMbI U3

ynotpebneHnsa n ee nukengauunu.

MpumeyaHue -Bknouvaer B cebs no TOCT P MCO/M3K 15288 (Mpunoxenue B) ctaguu:
3amMmbicria, pa3paboTku, NpOM3BOACTBA, NPUMEHEHUSI, MNOAAEPKKU MNPUMEHEHUS, TMpPEKpaLLeHUs
npuMeHeHuss u cnucauvus. Kaxpas cTagus pasgensieTcs Ha psig 3TanoB M npegycmarpusaet

COCTaBJieHne AOKyMeHTauunu, OTpa>+<arou.|,el7| pes3ynberaTbl pa60T.

3.7 3awmuweHHocTb ob6bekTa: COBOKYMHOCTb CBOMCTB OObeKTa (COCTOsiHME
OPraHn3auUmMOHHO-TEXHUYECKUX MEPOMPUATUN N UHXEPHO-TEXHUYECKUX CPencTB
3aWwnTbl  MarepuanbHbiX U MH(OPMAUMOHHBIX  PEeCcypcoB  MpeanpuaTuns),
XapakTepuayrLias BO3MOXHOCTU PYHKUMOHNMPOBaHMS oObekTa Npu BO3OENCTBUN Ha
HMX  BHYTPEHHUMX W BHELIHWX HEraTMBHbIX BO3AEWCTBUA Pas3nNMYHOM Mpupoabl
(Bknoyan 3awuTy OT OWMOOK onepaTopoB, HENPABOMOYHOIO AOCTyNa Ha OObEKTLI K
TEppUTOPUIO NPEeanpuUATULA, WCMNONb30BaHWE PEeCcypCcoB, MPUPOOHbLIX SABMEHUA U
TEPPOPUCTMHECKUX aKTOB 1 Ap.).

3.8 MHOPMALMOHHO-KOMMYHUKALIMOHHbIE TEXHONormm obuwero
Ha3HayeHus: COBOKYMHOCTb METOAOB, MPOLECCOB W MPOrpaMMHO-TEXHUYECKNX
CPEeOCTB, MHTErpupoBaHHbIX C  uUenblo  cbopa, 06paboTkn,  XpaHeHus,
pacnpocTpaHeHns, OToOpaXeHMs U UCNoNb30BaHUA WHGOPMauUM B MHTepecax
HeonpeaeneHHoro Kpyra nonb3oBaTtenen.

3.9 uHMDOPMaALMOHHO-KOMMYHMKALNOHHbIE TEXHONOrMn cneuunanbHoOro
Ha3HayeHus: COBOKYMHOCTb METOAOB, MPOLECCOB W MPOrpaMMHO-TEXHUYECKNX

CPEACTB, MWHTErpuMpoOBaHHbIX C  Uenbld  cbopa, 06paboTkM,  XpaHeHus,
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pacnpocTpaHeHns, OTOOpaXeHuss M UCMONb30BaHUA WHMOpMauunm B WHTEpecax
onpegeneHHoro y3koro Kpyra nonb3oBaTenemn.

3.10 MHBapuaHTHOCTb apXUTEKTypbl: CBOWCTBO apXMUTEKTYpbl COXPaHSATb
CBOIO CTPYKTYpPY M CBA3W MNpU OMpPederieHHbIX W3MEHEHUAX OOBCTOATENbCTB WU
napameTpoB BHELLHEN cpeabl.

3.11 wmHTennektyanbHas cuctema:. CrnoxHaa cuctema, cnocobHas
BOCMNpPMHMMATb, CpaBHUBATb, NpeobpasoBbiBaTb, CO34aBaTb WU XpaHUTb BHYTPU cebs
Mogenu onpeaeneHHbIX 0ObEKTOB.

3.12 wuHTerpmpoBaHHasa cuctema: CneumanusanpoBaHHas  CroXHas
TexHM4yeckas cuctema, oObeauHAKLWAs Ha OCHOBE eOWHOro  MporpaMMHo-
annapaTtHoro komnriekca ¢ obuwen uHOopMauMOHHOW cpedon u enuvHon ©Gason
AaHHbIX TexHn4Yeckme cpeactsa. CoBOKYNHOCTb ABYyX unu 6ornee B3aMMOyBsI3aHHbIX
CUCTEM, B KOTOPOM (QYHKLUMOHMPOBAHME OAHOW M3 HUX 3aBUCUT OT pe3ynbraToB
PYHKUMOHNPOBAHNS  ApYron (OpyrMx) Tak, YTO 9Ty COBOKYMHOCTb  MOXHO
paccmaTtpuBaTth Kak eANHYI0 CUCTEMY.

3.13 wuHuUMpeHT (cobbiTne): 3aduKCMpOBaHHbLIA JOObIMM  OOCTYNMHLIMU
cpeactBaMy  (hakT HapylleHusi LenocTHOCTM K Be3onacHocTn obbekta wnu
nocAraTenbCTBO Ha HECAHKUMOHMPOBAHHbBIA [OCTYyN Ha OObEeKTbl MNpeanpusTus
(3maHusa, CoopyXeHus, TeppuTopuil) K MatepuanbHbiM U UH(OPMALNOHHBIM

pecypcamMm n nx HeCaHkKUMOHNPOBaAHHOE UCMNOJ1Ib3OBaHNE.
MpumeyaHue - Kaxgoe cobbiTve onpegenserca [atOn U BPeMEHEM  HacCTyMneHus,

WNCTOYHUKOM Yrpo3 (CoobLLeHUs1), ypOBHEM Yrpo3bl U BO3MOXHbLIMW NOCHEACTBUAMMU.

3.14 WUCTOYHMK Yyrpo3 (coobuweHne 06 uHuMAeHTax): BHyTpeHHUA wunu
BHELHUA CYObeKkT OesaATenbHOCTU NpeanpuaTna Wnu  MatepuanbHbli  HOCUTENb
MHopMauunm o cobbiTnax (dakTax), NPMBOOALMX K puUCKaM B LEATENbHOCTU
NpeanpuaTUS, BO3MOXHOMY HapyLLUEHUIO LEernoCTHOCTM U 6e30nacHOCTM OOBLEKTOB,

npoueccoB U peCypCoB, a TakXXe UMNOXY npeanpudatTunA.

MpumeyvyaHue - VICTOYHMKaAMWN Yrpo3 Takke SIBNSIOTCA HEKOPPEKTHbIE 3amnvMcu B MPOEKTHON
AOKYMeHTaLun, cornalleHnsx o COTpyaHMYEeCTBe, JOrOBOpax Ha NocTaBky 06opynoBaHUS U OkaszaHue
ycnyr, ny6nukaumm B CMW, HenpaBOMOYHble [OEWCTBMSI MNEPCOHana, KOHTpareHToB, a Takke

HEYCTaHOBJIEHHbIX UL, N OpFaHI/ISaLI,I/IIZ.
3.15 kpuntorpacua: Hayka o metogax obecneyeHuss KOHpMAEHUMansHOCTH
(HEBO3MOXHOCTM  MPOYTEHUA  MHGOPMALMM  MOCTOPOHHUM) U AYTEHTUYHOCTMU

(LI,GJ'IOCTHOCTI/I M MNOANMMMHHOCTU aBTOPCTBA, a TaKXKe HEeBO3MOXHOCTWU OTKa3a OT
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aBTOpCTBa) WHQOPMauuK, a TakK Xe MpuknagHas WHXeHepHO-TeXHN4Yeckas
ANCUMNIIMHA, KOoTopas 3aHuMaeTcs paspaboTkon, aHanm3om u  0OO0CHOBaHMEM
CTOMKOCTW KpunTorpadomnyeckux CpeacTs 3awmuTbl MHOOPpMaLUUmM OT Yyrpo3 CO CTOPOHBI
NPOTUBHUKA, obecne4nBas KOH(pMaeHUMansHOCTb, LeNOCTHOCTb,
HEeOoTCrneXnBaemMocCTb.

3.16 KpuUTMYEeCKM BaXHbIn OOBLEKT. Hambonee BaxHbIN, onpenenstolimm,
y3rnoBON OOBLEKT CUCTEMbI, OT HOPMasnbHOrO PYHKLUNOHMPOBAHUS KOTOPOro 3aBUCUT
paboToCnOCOBHOCTb BCEN CUCTEMBI.

3.17 kpoccnnaTtdopMeHHasa peanusaumsa: lcnonb3oBaHue MPOrpaMMHOro
obecneyeHunsa, paboTatowero bonee 4eMm Ha ogHOM annapatHown nnatdopme u/unm
ornepaumoHHON CUCTeEME.

3.18 Mopgernb 6e3onacHoOCTM: YnopsigodeHHas COBOKYMHOCTb
OpraHM3auMoOHHOW CTPYKTYpbl MNpeanpuaTus, mMatepuanbHbiX U UHAPOPMaUNOHHbIX
NMOTOKOB (OOKYMEHTOB, COOOLlEHMI, CUrHanoB), anropuTMOB WAeHTUMKALUUN U
N3MEepPEHNa XapakTePUCTUK COCTOSIHUS LEeNTOCTHOCTM U 6Ge3onacHOCTU OObeKToB
MOHWTOPUWHIa B TEKYLLEN U1 NPOrHO3HOW CUTyauuun.

3.19 MoHuTopuHr: Cucrematmyeckmn cbop m obpaboTtka wmHbpopmaumm no
npoueccamMm n ob6bekTaM BHUMaHUS O5151 OLUEHKN UX COCTOSIHUS U NPOrHO30B pa3BUTUS
C LieNnblo NPUHATUSA PELLEHUS.

3.20 HapeXHOCTb aBTOMaTU3NPOBAHHOM cucTeMbl: KoMnnekcHoe CBOMCTBO
aBTOMaTU3MPOBAHHOM CUCTEMbl COXPaHATb BO BPEMEHWU B YCTAHOBIMEHHbIX npeaenax
3Ha4YeHUs1 BCeEX MapameTpoB, XapakTepusylLwmx CnocobHOCTb [aHHOW CUCTEMbI
BbIMOMHATbL CBOM (DYHKLUMKN B 3afaHHbIX peXUMax U YCIIoBUSX 3KChnyaTaumm.

3.21 06beKkTbl MOHUTOPUHra: lNpoueccbl U pecypcbl NPeanpuaTrs, 0ObEKTDI
NHXEHEPHOW MHAPACTPYKTYpbl NPEeanpuUsaTUs, BKOYawwme B ceba 3Haunmble ans
HEero TeppuToOpuID, akBaTopul BOAHbIX ©OaccenHoB, aTtmocdepy M CBOWCTBA
OKpyXalLen cpefpbl, COCTOAHNE KOTOPbIX MOXET U3MEHATbCHA U3-3a BHYTPEHHUX U
BHELLUHUX HeraTuMBHbIX BO3AENCTBMA C BO3HWKHOBEHMEM Yrpo3 HapyLleHUs
HOpMarnbHOrO  OYHKUMOHMPOBAHUA  MpeanpuaTvs,  LEeNOCTHOCTM  OObEeKTOB,
BGe3onacHOCTU NnepcoHana, HaceneHus n HaHeceHus yepba okpyxatrLen cpeae.

3.22 OoTKpbITasg apxuTekTypa: ApxuTekTypa KommnbioTepa, nepudepunHoro

YCTPOMCTBA, MNpOrpammHOro obecrneyeHnss UM CUCTEMbl B LIENOM, Ha KOTOpble
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onybnukoBaHbl  crneuudukaumMm, YTO  NO3BONSET  APYrMM  NPOU3BOAUTENAM
paspabaTbiBaTb JOMOMHUTENbHbIE YCTPONCTBA K CUCTEMAM C TaKOW apXUTEKTYPON.

3.23 oTKpbITOE nNporpamMmmMmHoe obecne4veHue: [NporpammHoe obecneveHne ¢
OTKPbITBIM UCXOOHbIM KOLOM, KOTOPbIM AOCTYNeH AnA MpocMoTpa, U3yYeHusa u
N3MEHEeHNs, YTO MO3BONSET MOMb30BaTeNto MPUHATL yyacTue B gopaboTke camom
OTKPbITOW NporpamMmel.

3.24 oTKpbITble NpoTokonbl: Haxoasumeca B cBobogHOM [OCTyne ceTeBble
NPOTOKOMbI Nepeaayun AaHHbIX,

3.25 nokasaTefnlb COCTOAHUA 06 beKTa KOMMNJEKCHbIW: VIHTerpanbHas oueHKa
LEenoCTHOCTH, (PYHKLMOHANbHOW MOMHOTbI U YPOBHA ©6e30MacHOCTU OObLEKTOB,
NpoLeccoB U pecypcoB NMpeanpuaTuS.

3.26 npeanpusaTtve: AHTPOMNOreHHas pearnbHO [eWCTBylOLWAs CcucTema,
BKNtovarwaa B cebs u  obecneymBawowas  B3auMoOLeEWUCTBUE  NHOLCKUX,
MaTepuanbHblX, (WHAHCOBbLIX W TMPUPOAHLIX pPECypcoB, npeanpuHUMaroLlas
BOCTpeboBaHHblEe OOLECTBOM OENCTBMS, BO B3aMMOCBA3M C APYrMMU MOAOOGHbIMU
cucTeMamu 1 HaceneHnem.

3.27 npuknagHaa 3agadva: Llenb HameyeHHas Onga pelweHna npobnemHom
cuTyaumm AOns  3afaHHOro  OrpaHUYEeHHOro MHOXecCTBa OObLEeKTOB yhnpaBrieHus
onpegeneHHon oTpacnuM nyTeM peanusauum OOHOWM UMM HECKONbKUX  (PYHKLNI
aBTOMaTM3MPOBaAHHOM CUCTEMBI.

Mpumeyanune —3agaun XapaKkTepuayroTcs BXOOHbIMM AaHHbIMMU,
BbIMOMHAEMbIMU ~ PYHKUMSAMW, BHELIHMMW BO3MYLUEHUSAMWU U OrpaHUYEeHUsMN,
BbIXOAHbIMM LieNeBbIMU pesyrstataMuy 1 NokasaTensMmn Ka4ecTsa peLueHns.

3.28 nonuueHTpuyeckaa cetb: CeTb, umerowaa gsa u Oonee BegyLmx
agMUHUCTPaTUBHBIX (Ynpasnsowmx) ueHTpa 6e3 sBHoro npeobnagaHua nugepcrsea
OLHOro Haj ApYrnMm.

3.29 nporpammHo-annapatHas nnartdgopma: CoBOKYNnHOCTb 0BOpyLOBaHWUA
BblMMCNUTESNbHBIX  KOMMJIEKCOB, CPEeACTB CBSA3WM  OMEPaAUMOHHbIX CUCTEM U
NporpaMMHbIX CpeacTB obuwero HasHaveHusl, Ha 6ase KOTopbIX CO34aloTCs
aBTOMAaTM3MPOBaHHbIE CUCTEMbI ANS peanu3auun npuknagHblx 3agad  cbopa,
06paboTkn AaHHbIX M ynpaBrneHuss oObekTaMyu B OAHOW UMM HECKOSbKMX cdhepax

OeATenbHOCTU NpeanpuaTuA.

10



I'oCT P

3.30 pacnpepgeneHHas ceTb: [pynna pa3mMeLleHHbIX Ha BONbLLIOM pacCcToAHUM
ApYr OT Apyra KOMMbKOTEPOB, B TOM YMCMe KaK OTAENbHbIX, TaK U WX NOKasrbHbIX
ceTen, COEAMHEHHbIX B €AMHYH CUCTEMY JIMHUSMU MPOBOLHOW (KabenbHown) n/unu
BOJTHOBOW CBA3W.

3.31 pexum 24/7/365. HenpepbiBHbIN pexuMm paboTbl 6e3 nepepbiBOB
KPYrnocyTOYHO MOSHY HeAeno B Te4eHne BCero KaneHgapHoro roga.

3.32 puck: BO3MOXHOCTb BO3HMKHOBEHUSI HEONAronpuATHOM cuTyauuum wnu
Heyaa4yHoro ncxoga oT Kakoro-nubo suaa encTensa nnu 6esgencTeums.

3.33 ceTb nepepgaynm pAaHHbIX: COBOKYMHOCTb OKOHEYHbIX YCTPOWCTB
(TepMuHanoB) ©Bs3WM, OObEAMHEHHBIX KaHanamu nepedadyM  OaHHbIX U
KOMMYTUpYOLWNMK  yCcTporucTBamMu (y3namu cetun), obecneynBarowmmm obmMeH
COOBLLEHNAMM MeXay BCEMU OKOHEYHbIMU YCTPOUCTBAMM.

3.34 cuctema 6esonacHoctu: KombuHaumsi noOCKMX, MaTtepuarnbHbIX U
(PUHAHCOBbLIX PECYpCOB, UCMNOMb3yeMasi KOMNETEHTHbIMW crnyx6aMn NpeanpusaTusa B
CMNOXMBLUNXCS YCIOBUAX, rpaHnuax yHKLMOHANbHbIX BO3MOXHOCTEN MMEIOLLErocs
obecnevyeHns 1 HanpasreHHas Ha ObHapy>XeHNe UCTOYHUKOB BHELUHUX U BHYTPEHHUX
HeraTUBHbIX BO3AEWCTBUA Ha NPOLECChbl U pecypcbl NPeanpusaTUs, Ha NUKBMAALMIO
YKa3aHHbIX WCTOYHMKOB, HEWTpanuM3auuio HeratMBHOIO BO3AEWCTBUST UMM Ha
yCTpaHeHue ero nocneacTeui.

3.35 cuTyauMoHHbIN UeHTp: CTauMoHapHbLIN MM MOOWUIBbHBLIA WUHXEHEPHO-
TEXHUYECKNA KOMMIIEKC, OCHALLEHHbI HeOobXOAMMbIMU TENEeKOMMYHMUKALMOHHBIMU
cuctemammn ana cbopa u obpabotkm uHGPoOpMauMM O COCTOSIHAM OOBLEKTOB
MOHUTOPWHra, npegHasHaveHHbIn  ana  obecneyeHnss  onepaTMBHOMO U
COOTBETCTBYHLLENO pearmpoBaHusi Ha Yrpo3dy BO3HUKHOBEHUS UMW BO3HUKHOBEHWE
TPEBOXHbIX WUAN  Ype3BblHaWHbIX CUTyauun, I3PPEKTUBHONO B3aUMOLENCTBUS
NpyBreKaemMblX CUM U yNpaBneH4YecKon OeATenbHOCTM U NMPUHATUS KOMMNETEHTHbIX
peLueHumn

3.36 cutyauma: CyObekTMBHas OLEHKa COCTOSHUS pearnbHOro  unu
BUPTYanibHOrO  OFPAHMYEHHOr0  MPOCTPaHCTBA B  TeYyeHne  (PUKCUPOBAHHOIO

NPoOMeXyTKa BpEMEHN.
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3.37 cTpaTtermyeckme w coumanbHO-3Ha4YMMble O0O0BLEeKTbl: OObeKTbI
MOHUTOPWHra, CYLLEeCTBEHHO BAUSAIOLME HA HOpMarbHOe CyLLeCTBOBaHWEe, pa3sutmne
obLwecTBa 1 Ha obecneyeHne ero 6e3onacHoCTy.

3.38 cy6beKkTbl cuctem 6e30nacHOCTU. JNeMeHTbl CTPYKTYpbl yrnpaBneHns
npeanpusaTueM, BHELIHWX KOHTpareHToB, MpeanpuaTUii, OpraHoB TEXHUYECKOro
perynupoBaHus, a Takke oTaenbHble puandeckme n usndeckme nuua, Npsmo unm
KOCBEHHO  BNUSAOWME Ha  COCTOAHME  OOBLEKTOB  MOHUTOPWUHra  W/unu
3aMHTEpPeCOBaHHbIE B MCMNOMb30BaHUN pPe3ynbTaToB MOHUTOPUHIA ANA peanusauum
CBOWX NPOBO3IMaLUEHHbIX U CKPbITbIX (NaTEHTHbIX) Lenen n 3agad.

3.39 xapaktepucTtukm 6Oe3onacHocTu ob6bekTa: KauyectBeHHble U
KONMMYeCTBEHHble HOpPManu3oBaHHble MoKasaTenn COCTOSAHUSA MPOEKTUPYEMbIX WK
peanibHO  CYyWECTBYIOLNX OOBLEKTOB  MOHMUTOPMHra, 3aUKCUpOBaHHbIE Ha
onpegeneHHbin MOMEHT BPEMEHW C YYETOM KOHKPETHOW (hbaKTUYECKOW Wnu
npegnonaraeMon cuTyauum.

3.40 aneKkTpoHHaa uudpoBas noanucb:. VIHdopmauma B IMEKTPOHHOM
dopme, KoTopas npucoeguHeHa K gpyroM uHdopmauum B 3reKTPOHHOW dhopme
(noanuceiBaemomn MHopmaumn) Nnu nHbIM 0bpasomM cBA3aHa C Takom MHpopMaLunen

N KOTopas UCMoNb3yeTcs ANs onpeaeneHns nuua, NoanNMchIBaoLLEro MHAOopPMaLMIO.

4 CoKpaweHus

B HacTosiLwemM cTaHgapTe NpUMEHEHbI CneayoLlne CoKpalLeHus.

AC — aBTOMaTM3MpoOBaHHasa cucTema.

AUNC - aBTOMaTM3NpoBaHHasa MHPOPMaLMOHHAsA cuctemMa.

M'MCB — reonHdopmaumoHHas cuctema 6e3onacHoOCTH.

NMNCMuOBI1 — nHterpnpoBaHHas MHTeNNeKTyanbHass CMCTeMa MOHUTOPUHIA U
obecnevyeHns 6e3onacHOCTN NpeanpuUaTUS.

HT[ — HopMaTMBHO-TEXHUYECKas JOKYMEHTaUns.

HCL — HecaHKUMOHMPOBAHHbIA LOCTYMN Ha TEPPUTOPUIO, B 34aHUSA, OTAESbHbIE
NMOMELLEHMST U HA COOPYXEHUA NPeanpuaTUs, K CUCTeMaM XpaHeHus MatepuanbHbIX
N NHPOPMALMOHHBIX PECYPCOB NPeanpuUATUS U NpaB Ha UX UCMOSb30BaHKe.

MAIT — nporpammHo-annapatHaga nnartgopma.

MTK — nporpaMMHO-TEXHUYECKNIA KOMMJIEKC.

NMMK — nporpaMMHO-MeTOANYECKUIA KOMIMSIEKC.
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MJIK — nporpamMmmMupyembIn NOrMYECKUIn KOHTPOSINEp.

MC — nporpammMHble cpeacTBa MHOFOKPaTHOIMO NPUMEHEHMUS, OTYY>KAaeMble OT
paspaboTunka n sasngaomMeca nNpeaMeToM OTAEeNbHOM NOCTaBKM ANS BKNIOYEHUS B
cocTaB nporpaMmmHoro obecneyeHns AC n aBToMaTU3MpoBaHHOIO 060opyaoBaHuS.

MO — nporpammHoe obecrnedYeHne aBTOMATU3UPOBAHHBIX CUCTEM W
obopynoBaHus.

WKT — nHpopmMaLMOHHO-KOMMYHUKALIMOHHBIE TEXHOSOIMMN.

TIP — TMNnoBOe NPOEKTHOE peLleHune.

PUACL — pernoHanbHbii MH(OPMALMOHHO-aHANUTUYECKMIA CUTYaALMOHHbIN
LEHTP.

PUCMO - pacnpegeneHHble WHTErPUPOBaHHbIE CUCTEMbI  MOHUTOPUHIa
COCTOSIHUSI OObEKTOB

Cb - cuctema 6esonacHocTu.

CPL — cuctema pasrpaHnyeHust Aoctyna K MHOpMaLUNOHHBLIM pecypcam.

CK3W — cpencTtBa KOHTPONSA 1 3auTbl UHGOPMauuu.

Crof — cepsep rpynnosoro cbopa o6paboTkm 1 XpaHeHUS AaHHbIX.

PMI1 — paboyee mecTo nonb3oBaTesisi CUCTEMBI.

HWP — Hay4yHO-nccnegosaTensckne padboTol.

JINP — nuua, npuHMMatloLwmne peLleHune.

5 OCHOBHbIe TOJIOKEHUA MHTEerpauum CUCTEM MOHMUTOPUHIra u
obecneyeHnMs 6e30NacHOCTU pacnpedeneHHbIX OOBLEKTOB MNpeanpuATUn WU

Tepputopumn
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5.1 HazHauyeHue

WHTerpupoBaHHble NHTEeNNeKTyarnbHble CUCTEMbI MOHUTOPUHra n
Ge3onacHOCTM npegnpuATUA  npegHasHadeHbl Ons obecnevyeHns HenpepbIBHOIO
MOHUTOPWUHIa TeppuTOpuanbHO pacnpefernieHHbIXx OObLEKTOB U Tepputopun
(MHTennekTyanbHOe BWMAEOHAOMNMAEHNE YA3BUMbIX 3fEMEHTOB, OOHapyXxeHue
OnacHbIX BELLECTB, KOHTPOSb TPAHCMOPTHOM W MHXEHEPHOW WHMPaCTPYKTYyphI,
cuctem obecrnedeHuss XUsHedesaTeNnbHOCTU, METPOSIOrMYECKOM W 3KOSTOrM4eCcKon
06CTaHOBKM) Hanpumep, onacHbl OOLEKT, MyHMUMnanbHoe obpasoBaHWe, CyObeKT,
pervoH n Tepputopust Poccunckon degepauuu.

WHTerpupoBaHHble NHTEeNNeKTyanbHble CUCTEMBI MOHUTOPWHra n
obecneyeHnss 6e3onacHOCTM  pacnpefenieHHbIX OObLEeKTOB  MNpeanpuaTum U
TEPPUTOPUIA paccMaTpmBaloT Kak aBTOMaTU3MpPOBaHHbIE NHPOPMALMOHHbIE CUCTEMbI
obecneyeHnss OCHOBHOW AeATenbHOCTM npegnpuaTtus. LleneBoe HasHaveHue
MNCMnOBIT — cbop n obpabotka uHdoOpMauuu Ons peweHus 3agad OUEeHKU
TeKyLero COCTOSAHUS nokasaTtenen LenoCTHOCTU 1 6e3onacHOCTU MHAPAaCTPYKTYpbI
NpeanpuaTUs,  OKpyXawlwen cpebl, Npoaykuuu, MpoueccoB U pecypcoB
NpeanpuaTUNa B YCNOBUAX BO3OENCTBUS HA HUX BHYTPEHHUX M BHELLUHUX HEraTMBHbIX
drakTopoB, pa3paboTka MepONpUATUA U OpraHN3aLNOHHO-TEXHUYECKMX peLleHu no
npeaynpexageHnto M  BOCCTAHOBIIEHUIO LEMNOCTHOCTM OObEKTOB B YCNOBUAX
aBapPUNHbIX N KPUTUYECKUX CUTYaLIUMN.

MNCMuOBIT 6asupytotcs Ha npumeHeHun WKT oOuwero HasHadeHusa wn
crneumanm3mpoBaHHbIX  UHXEHEPHO-TEXHUYECKMX CPEeACTB  3alumMTbl  OOBLEKTOB,
NpoOLIeCCOB M pPeCcypcoB Npeanpuatvii M cneunanuavpyroTcsa Ha peanusaumio
crneayoLlero:

- BbINOSHSAOT OYyHKLUMM cOopa M ynopsagoveHms aHHbIX O COCTOSTHUM
CTALMOHApPHbIX W OBMXYLIMXCA OOBEKTOB OT pas3HoOOpasHbiX MACCUMBHLIX U
ANCTaHUMOHHO yMNpaBrisieMblX MWMCTOMHWKOB WHAOpMauuKn, pacnpeneneHHbiX Mo
obbekTaM NpeanpuaTUS U TEPPUTOPUN PETNOHA;

- obecneunBaloT nageHTUUKaLnM0 CobbITUN N aHanNn3 COCTOSAHUSA 06HLEKTOB,
NMOAroTOBKY pPELUEeHUn U pekoMeHOaumMi No ynpaBneHnto obbekTaMmm B aBapUnHbIX U
KPUTUYECKUX CUTYaLUSX;

- pewarT nNnpuknagHbie 3agadyn pacyeTa TEKYLLNX nokasarenen cocTossHUA
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LieNIoCTHOCTM U 6e3onacHOCTM OOLEKTOB  MOHWUTOPWHIA, OLEHKM PUCKOB B
AeATeNbHOCTU NPeAnPUATUS N ero OTAeNbHbIX NPOEKTOB;

- peLuatoT 3a4a4um NNaHMpOBaHWSA U pacnpeaeneHns pecypcoB, Heobxoanmbix
ANs noaaepKaHus LenoCTHOCTU 06bLEKTOB MHAPACTPYKTYPbl NPeanpustus, 3awuTbl
matepuanbHbIX UM UHPOPMALMOHHbLIX PEecypcoB NPeanpuaTvs, peanusauum
MeponpuUATUA MO BOCCTAHOBMEHUIO LIENOCTHOCTU OOGBLEKTOB B CNOXMBLLENCS

cutyauun.

5.2 Cdpepbl npumMeHeHUsA

OcHoBHbIMK chepamn npumeHenna MMCMnOBIT senstoTcs cTpaTernvyeckmne u
coumanbHo-3HaYuMble  OObEKTbl  MHAPACTPYKTYpPbl  PErMoHoB  (TpaHCMopT,
aHeproobecnevyeHne, NpPOM3BOACTBO, KOMMYyHalNbHOE  XO3SIMCTBO,  9KOMOrus,
obecTBeHHasa 6e3onacHOCTb 1 ap.).

HenocpeacteeHHoe ynpaBreHne oObekTamMy MOHUTOPUHra, cobniogeHune
pernameHToB M HoOpM 6e30nacHOCTM OCYyLWECTBNSETCA WX Bragenbuamuv  u
NMepcoHanoM OCHOBHbIX CRyX0 npeanpuaTUsa, a B aBapUMHbIX W KPUTUYECKMX
CUTyauUMsX - BHYTPEHHUMM U BHEWHUMKU cnyxbamm  GesonacHOCTU  (OXpaHa,
npoTmBonoxapHasa cnyxba, opraHsl MUC, MB[] n gp.).

5.3 PeXunMbl MOHUTOPUHIa U yrnpaBneHusi o6 bLekTammu

MOHUTOPMHI 1 ynpaBneHue OoObekTaMu OCYLLECTBMASTCS MNOCPeaCTBOM
cTaHAapTHbIX cpeacTtB ceteBoro ynpaeneHus (Web, SSH, Telnet, KoHCONbHBINA NOPT,
a Takke SNMP), SMS-coobuwieHunn n e-mail B cnegyrowmx pexmmax:

- PYYHOM MOHWUTOPUHI — MONb30BaTENb PErynsapHO MOAKMYaeTcs K
YCTPOWUCTBY peructpaumm w/unu cneuynannu3npoBaHHOMY CepBEpPY W NpoBepseT
COCTOSIHME BXOAOHbIX CUTHAIOB;

- perynspHbIn MOHUTOPWUHT MO PaCMMCaHUIO - CEpBEP CUCTEMbl PEryrnsipHO B
COOTBETCTBUM C 3afaHHbIM pacnucaHnem, NpoBepsAET COCTOSAHNE UHPOPMALMOHHbBIX
cnyx® M  OObEKTOBbIX KOHTPOMMEPOB W NPU LOCTUXKEHUA MUHUMANbHO- WK
MakCMManbHO AOMYCTUMbIX 3HAYEeHUW MOPOroBbIX BENMYUMH W T.N. 3anyckaet
COOTBETCTBYHWOLUME  cueHapum  obpabotkm  (cbopmumpoBaHME U paccbifka

KNaccuULMPOBAHHBLIX COOOLLEHUA MO KOPPECMNOHAMPYHOLIMM ChnyXGam NpUHATUSA
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peleHnn U pearMpoBaHns, akTMBaUMA TEXHUYECKUX CPeacTB M MCMOMHUTENbHbIX
YCTPOMCTB aBTOMaTU3NPOBaAHHOIO pearmpoBaHus );

- MOHUTOPWHT COBbITMI, (POPMUPYEMBIX MHTENNEKTYalNbHBIMW CEHCOPaMUN U NX
ceTamMKn, o0O6beKkToBbIM 0OOpyAOBaHMEM U WH(OPMALNOHHBIMM CUCTEMAMMU WU
AOCTaBMsiEMbIX Ha CepBep CUCTEMbl B aCUHXPOHHOM pexume, rge cobbiTus
obpabaTbiBalOTCA B COOTBETCTBUM C UX NPUOPUTETOM U 3HAYMMOCTBIO;

- NPOAKTUBHLIM MOHUTOPUHI (POPMUPYIOLLNIA NPOrHO3bl MO PUCKaM Ha OCHOBE
BCEX AOCTYMHbIX MOTOKOB AAHHbLIX U UX aHaNUTUKW, 6a3 3HaHWIA 1 NyYLWNX NPaKTUK C

Lenblo NpegoTBpaLleHns BEPOATHBIX KPUTUYECKUX COBLITUN.
5.4 BapuaHTbl peanusauuv anroputMoB yrnpasreHus

Ona peanusauun anropuTMOB  YyNpaBneHnsa CcobbITUAMKU  OOnycKaeTcs
Ncnonb3oBaThb:

- BCTPOEHHbIN MeXaHN3M KOHUrypauumn no NpuHUmMny «cobbiTne — peakumsay;

- BCTPOEHHasi kKoMaHgHas obonoyka 06paboTkm cobbituin (Linux (ash) n eé
A3bIK CKPUNTOB);

- YTUANTBI A58 BbI30Ba KOMaH4 OCHOBHOM kKoMaHAHou o6onoydkm NSG Linux;

- nobon [pyron CKPUNTOBLIN  A3bIK WX A3bIK  NPOrPaMMUPOBAHUS,
NO3BOMSAOLLNA KOMNUIIMPOBATbL UMM UMMNOPTUPOBATL AOMNOSTHUTENbHOE NPOrpaMMHOE

obecneyeHne Ha nnatopmy NSG Linux B BMAe ABOUYHbBIX hannos.
5.5 UHTepdenc BzanmoaencTeus

C6op wWHopmauum OT [aTyMkoB W ynpaBrieHWe  TEeXHONOrMYEeCKUM
obopynoBaHneM Ha obbekTax OOMmkHbl 6asvpoBaTbCs Ha Gornee nNpocTbiX N TMBKNX
TEXHUYECKUX BapuaHTax NMoCTPOEHME CUCTEMbI, BKMOYasi pacnpeneneHne gaTynmkoB
W  KOHTpPONMEepoB B npegenax TexHOMOrMyeckonW nnowagkM, COBMECTHOE
NCNONb30BaHWEe NPOAYKTOB pasfnnyHbIX NPON3BOAUTENEN.

MpumeyaHne — Hanpumep Ans 3TOro MOXET ObITb MCMNOMb30BaH OTKPbITLIN MHTEPENC No

ctaHgapTy RS 232 1 HM3KOCKOPOCTHAast LUKHA.

5.6 TpeboBaHusA K onepaunoOHHON cUCTEME
ObGopynoBaHue crneunann3vpoBaHHbIX CEPBEPOB M KOMMYTaTOPOB MOTOKOB

OaHHbIX, YyCTaHaBIMBaeMblX Ha obbekTax npeanpuAaTna, OOJMKHbI pa6OTaTb noag
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yrnpaBrneHnemM onepaumoHHbIX CUCTEM C OTKPbITbIMU WUCXOAHbIMM kogamu (Unix -
nogobHbie) n obecneynBaTb BO3MOXHOCTb KOHTPONS:

- cpabaTblBaHUA OUCKPETHbIX OaTyMKOB, MOAKMIOYEHHBIX KO  BXo4am
noKanbHbIX cepBepoB 00paboTkM AaHHbIX UM ynpaBngeMblX KOMMYyTaTopax,
NoAKIYaeMbIX K aCMHXPOHHbLIM NopTaM Yyepes BHeLWHWe aganTtepbl Tuna RS—-232/1—
Wire;

- HaxaTtus nporpaMMmpyemMblX KHOMOK Ha YCTPOWUCTBaX ynpasBneHus
cepBepamu n kommyTtatopax NSG;

- 3afaHHblX MNOPOroBbIX 3HAYEHUWW Ha BXo4ax aHanoro-undpoBbIX
npeobpasosatenen  (ALIMT), KOHTPONMMPYEMbIX  NapamMeTpoB  Ha  Apyrux
creunanmampoBaHHbIX AaTymKax;

-OTCYTCTBUS OXMAAEMbIX COObITUM O COCTOSHUN OBBHLEKTOB MOHUTOPUHTA,
opMMpyEMbIX MO PaCNUCaHUIO C 3aJaHHbIM NEPUOAOM ONPOCa MHTENNEeKTyarbHbIX
AAaTYNKOB COCTOSIHUS.

B uncknounTenbHbIX criydasix B YCNOBUSAX MNOBLILWEHHOW CEKPETHOCTU WU Mpu
HeOobXOAMMOCTM  COXpPaHEHUS  BOEHHOW  TaWHbl  OOMyCKaeTCd  NpUMEHEHue
cneumanuampoBaHHoro MO oTeyecTBeHHOM pa3paboTkn OorpaHNYEHHOro NPUMEHEHUN
C 3aKPbITbIMW NCXOAHBbIMU KO4aMU.

5.7 Tpe6boBaHUA K OpraHM3aLMOHHO-TEXHUYECKMUM pPeLUeHUAM

5.7.1 OpraHM3aumMOHHO- TEXHUYECKMX PELLUEHMST MO OCHALLEHMIO NPEeanpUsaTUii
cpeactBamn WMKT obliero HasHayeHnss u cneuunansHbiMm cpeacteamm MUMCMnOBIT
AOIMKHbl  Y4UTbIBaTb  BO3MOXHOCTM M HEOBXOAMMOCTb WHTErpauumnm cuctem u
cogepxaTb WHCTPYMEHTbl ANS MNPOEKTHOM KOMMOHOBKU, COOPKM W UCMbITAHUK
«MHAMBUAYaNbHbIX» CUCTEM OS] KOHKPETHBIX MNPUMEHEeHU C npumeHeHnem TT1P un
obopynoBaHua WKT npOMBbILWNEHHOrO NPOM3BOACTBA, MPOLUEALNX TECTMPOBaHME
Ha YHKUMOHMPOBAHME W COBMECTUMOCTb B MPOWU3BOACTBEHHbLIX YCITOBUSX
npeanpuaTusa - MHTerpaTopa, NocTaBLuKa CUCTEM.

5.7.2 PaspaboTtka koHuenTyasbHbIX, (PYHKUMOHANbHbIX, MHHPOPMALMOHHBLIX U
MaTemaTuyeckmx mogenen 6esonacHOCTM NPeanpuaTUS SOMMKHA BbINOMHATLCA Ha
YPOBHE NpeanpuaTus B LIENTOM, OCHOBHbIX CTPYKTYPHbIX NogpasfaeneHnin n Kn4veBbX

npoaykToB, TnMpoueccoB W pecypcoB npeanpuatTna AOnda BCeX noTeHuunaribHO
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BO3MOXHbIX UICTOYHMKOB M MHUMAEHTOB - Yrpo3 HapyLleHNsa LenocTHOCTM O6bEeKTOB U
Be3onacHOCT OeATenbHOCTU NPeanpUsaTUs.

5.7.3 ®yHKuMoOHanbHO Kommnnekc obecnevyeHus 6e3onacHOCTM NPeanpUATUS
AormkeH obecneumBatb paboTy Bcex cnyxb um cuctem 6e30macHOCTU B 3aMKHYTOM
KOHType ynpaBneHusi npoueccamm (ycrnyramm cuctem 6e3onacHOCTW) ANs Kaxaoro
0ObekTa MOHUTOPUHIA C Y4€TOM WMHTEHCUBHOCTU U OOBbEMOB BXOOHbIX - BbIXOOHbIX
NMOTOKOB AaHHbIX MeXay anemMeHTaMu CUCTEM.

5.7.4 Pacnpepgenerve doyHKUMN Mexay akTuBHbiMU anemeHtamu MMCMuOBIT n
opraHamu TMPUHATUS pelleHuin no ynpasneHuto obbekTamu B aBapuUiHbIX U
KPUTUYECKUX CUTYaumMsX onpeaensaeTcs CrOXHOCTbIO N XapakTepuctukaMmm o6bekToB
MOHUTOPWUHIra,  OPraHM3auMOHHO-TEXHUYECKUMWN  pernamMeHTamn  NpeanpuaTus,
CTaHOapTamMu oOpraHusaumMm u [OMKHO ObiTb OTpaXeHO B [OKYMEHTMPOBAHHbIX
COrnalleHnsx O B3aMMOAEWCTBUM W B TEXHOMOMMYECKMUX WHCTPYKUUSX Ang

UCNONTHUTENEN.
5.8 CeMaHTU4YecKkue CBA3M OCHOBHbIX NMOHATUN

OpraHusauuto pas3paboTok U MNPUHATME pPEeLIeHUA O COo3h4aHuM  Unm
moandpumkauum MMCMuOBIT cnegyeT BbINOMHATL HA OCHOBE CUCTEMHOIO OMMCaHMUS
00BLEKTOB, MNPOLECCOB W PECYpPCOB KOHKPETHbLIX MNPeanpuaTUn, NpeanpoeKTHON
OLIEHKM XapaKTEPUCTUK BHYTPEHHUX N BHELLHUX HEraTUBHbLIX BO3AENCTBUIA N PUCKOB B
aeaTenbHOCTU npeanpuatus. dopmupoBaHue ueneBoro HasHadeHus MMCMuOBI
AOMKHO ObITb OCHOBAHO Ha pasrpaHudeHun MNOHATUN «OBbeKTbl MOHUTOPUHray,
«Mopgenb 6e3onacHocT» ©n «OOBLEKTbI MPOEKTUPOBAHUSA» W ONpeaeneHun
CEMAHTMYECKMX OTHOLLUEHUA MEeXOY HUMW ANS KOHKPETHbIX cdep AesaTenbHOCTU
npegnpuatusa. Ha pucyHke 1 npuBegeH npumep onpegeneHus cemMaHTUYeCKUX
CBA3eN Mexgy OCHOBHbIMU MOHATUAMM B obnactu npoektupoBaHus AC, KoTopble
MOXHO Mcnonb3oBaTb Ansa obocHoBaHus apxutektypsl MMUCMuOBIT n cnocobos ee
peanusauun, popmMmmpoBaHns TpeboBaHMn K 6A30BbIM KOMMOHEHTAM U TEXHOMOMMSM

nx peann3aunn.
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5.9 OTKpbITOCTb apXUTEKTYpbl
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5.9.1 Apxutektypa WWNCMuOBIT pormkHa ObiTb OTKPLITOM W coaepXaTb
KOMMOHEHTbl OpPraHU3auMOHHOr0, METOAMYECKOro, TEXHUYECKOrOo M MNPOrpaMMHOro
obecnevyeHuns, yHUPULUNPOBAHHbIE CUCTEMHbIE MHTEPMENCHI N OTKPbITbIE NPOTOKOSbI

B3aUMOOENCTBUS ANIEMEHTOB CUCTEMbI U BHELLHETO OKPYXEeHUA.

5.9.2 Komnnekc mopgenen opraHmsauumn Bsaumogencteus WMNCMuOBIT co
CMEXHbIMW aBTOMAaTU3NPOBAHHBIMU CUCTEMaMWU NPeanpuaTUS, WHAPaCTPYKTYpbI
pernoHa, MyHuuunanbHbIMWU W pernoHanbHbIMK chnyx6ammn 6e3onacHOCTM AOMKEH
YOOBMETBOPATbL TPeOOBAHUAM OpraHM3auMOHHON, CEMAHTMYECKOM U TEXHUYECKOM
NHTeponepabenbHOCTM B COOTBETCTBUM C OCHOBHbIMU nosioxeHnamu MOCT P 55062
nroCT P NICO/M3K 29361.

5.9.3 B npoekTax permoHanbHbix 1 MyHuumnansHbix MMCMuOBIT gomkHbl 6b1Tb
NpeayCMOTPEHbl  OpraHN3aunOHHO-TEXHUYECKNE MEPONPUATUS W COornalleHus no
MCNONb30BaHMIO 00OPYyaOBaHWS, YCTAHOBMEHHOMO Ha Ob6bekTax AN  MOHUTOPUHra
COCTOSIHUSI CMEXHbIX OOBLEKTOB M TeppuTopuin (Hanpumep, npuMeHeHune 0B30pPHbIX
cucTeM BuAeOHabnwogeHus Ha Tepputopumn MyHUUMNanbHbIX 0bBpasoBaHui,
nepegada coobweHnn o6 wuHuMaeHTax yrpo3 6e3onacHocTu B Cnyx0bl
BOCCTAHOBMEHUS LENOCTHOCTM U JIMKBMOAUUW aBapUMHbIX W Ypes3BblYaHbIX
CUTyauMsiX, aHanmM3 TPaHCNOPTHLIX MOTOKOB W Ap.);

5.9.4 MACMuOBIT cTpaTternyeckux n coumanbHO-3HAYNMMbIX OOBLEKTOB W
TEPPUTOPUA  OOMMKHbI  OblTb  peanu3oBaHbl Ha OCHOBE  YHUMUUMPOBAHHbIX
nporpaMmmHo-annapaTtHbix TexHonorndyecknx nnargopm MNCMuOBIT n Tunosbix
npoekTHbIX peweHun (TIP), obecnevnBatoLmx:

- nHBapmaHTHoCTb apxutekTypbl MMUCMnOBI1 oTHOoCcKTENbHO chepbl
AEeATENbHOCTU NpPeanpuaTus;

- (PYHKLMOHMPOBAHME NporpaMMHoO-annapaTtHbIX nnaTtgopm nog ynpasneHuem
ornepaumoHHbIX CUCTEM C OTKPbITbIMU KO4aMu;

- BO3MOXHOCTW HapaLwmBaHna pyHKunn n gopabotkmn TIP gna pelwieHns
KOHKPETHbIX MpUKNagHbIX 3adady 3aka3yvka MeTtogamu MPOEKTHOM KOMMOHOBKU U
cbopkn mHAMBMAYyanbHbIX CUCTEM U3 YHUPULMPOBAHHOIO psiga obopyooBaHus M
nporpaMmmHbIix cpeactB MKT obLiero 1 cneunanbHOro Ha3HavYeHus;

- KpoccnnaTOPMEHHYI peanuaauunio NPUKNaaHbIX KOMIOHEHTOB M MOBUIMbHbIX
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NPUNOXEHWUN, T. €. BOBMOXHOCTb X (PYHKLIMOHMPOBAHNA Ha pasnnyHbIX NPOrpamMmMHO-
annaparHbIx nnatopmax;

- BO3MOXHOCTb MMMoOpTa KapTorpauyecknx AaHHbIX M3 06LEeAOoCTYNHbIX
0BMeHHbIX opMaToB;

- oTobpaxkeHne ob6bekToB Ha 2D 1 3D nnaHe MeCTHOCTM B MHOroypoBHeBom 3D
n3obpaxeHnn camoro obbekta C pasmelleHMeMm Bcex cuctem 6esonacHocTM W
KOHTPOSSA C NPUBSA3KON K reorpadpnyeckum KoopanHatam;

- 06beanHeHne Bcex nogcucTem 6€30nacHOCTU B e4uHYH0
reOMH(POPMALIMOHHYKD CUCTEMY, NPEeACTaBnsALWY0 cOOON CUTYaLUMOHHbIA aHanua
Tepputopyin U OOBLEKTOB HA MHOrFOCMOMHbLIX 3D KapTax C BO3MOXHOCTbIO
OTOOpaXeHUs UHUMOEHTOB BO BPEMEHMU;

- AOCTYN YMNOMHOMOYEHHbIX NUL, K paspeLLeHHOn 4518 HUX MHAopMaLmK C
MCNONb30BaHNEM 3aLLMLLEHHOW SNEKTPOHHON NOANMCK NO NobbIM KaHanam CBs3u, B
TOM 4ucne obuwenoctynHbiM (AHTEpHET), C WCNOoSb30BaHMEM  MeEXaHU3MOB
Wwnppauuu;

- AOCTOBEPHOCTb U MAeHTUMMKaLMIO NnepeaaBaeMbiX AaHHbIX NPUMEHEHNEM

3MNEeKTPOHHOWN NOANMUCY OTNPaBUTENS.
5.10 UHTerpauma n macwtabupoBaHue NPOEKTHbIX peLleHuin

5.10.1 WHTerpauma n macwTabupoBaHue npoekTHbix peweHun MNCMunOBll
ANa  npeanpuaTUA - pasfMYHOrO  YPOBHS  CIIOXHOCTWM  MOHWUTOpPMHIa Ha OCHOBE
npumMmeHeHna 6asoBbix [1Al1 NMNCMuOBIT moxeT ocyLecTBNATbLCA OBYMS
OCHOBHbIMK criocobamu:

- «BepTuKanbHasa» nHTerpauus — obbegmHeHne Ha ocHose Gasoson MAT
PasnNYHbIX TUNOB NPUKNAAHbIX PYHKLMOHANbHbLIX KOMMOHEHTOB (Kn3HeobecneyeHmne
30aHUN, aHeprocHabXxeHue, OXpaHHas CurHanuaauus, noxapHas CcurHanusauus,
KOHTPONb AOCTyna, BuaeoHabniogeHne v Ap.), BXOAAWMX B JNIMHENKY MpoayKLMu
paspaboTunka nnatgopmsl MMCMuOBIT;

- «FOPU30OHTanbHas» UHTerpaums — obbeanHeHne Ha 6asoson MAT]
obopynoBaHNA U NporpamMMHbIX CPEACTB pa3HbIX NMPOM3BOAUTENEN B paMKax OLHOM
CUCTEMbI.

5.10.2 PeweHnsa no nHTerpaumm cuctem 6e3onacHoOCT1 OOMKHbI obecneunBaTb

pacnpenenénHyio obpaboTky uHoOpMauun Mo y3nam MNPUHATUS PELUEHUA W
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npogeCccnoHanbHO-OPUEHTUPOBAHHbIN [octyn nosib3oBaTenemn-onepaTopos,
OCYLLeCTBRALWMNX yNpaBrneHme 3akpenneHHbIMU 3a HUMU 0BbeKkTaMy MOHUTOPUHIA,
aHanuTMkoB  cnyx6  6e3onacHOCTW, NuUL, MNPUHUMAKOWMX  pelleHus  npu
BO3HWKHOBEHMUU aBapUNHbLIX N KPUTUYECKUX CUTyaL MW, U BHELLHUX Nofb3oBaTternemn-

notpebutenen MHPOpPMaLMOHHbLIX PECYPCOB.
5.11 MHCTpyMeHTbI focTyna K o60opyaoBaHUIO U pecypcam

Pabota nonb3oBaTenen NNCMunOBI JOIMKHa noaaepXmBaTbCs
cneumanmsmpoBaHHbIMU WMHCTPYMEHTarbHbIMN cpeacTBamu aoctyna K
obopyposaHuto  NMMCMunOBIT, wnHpopMaumMoOHHbIM pecypcam (6a3aM  OaHHbIX
MOHUTOPUHIa) M MNpuKNagHbiM nporpammam cbopa, obpaboTkn, oToOpakeHus u
NPUHATUSA peLUEeHNA NO 3aKpenneHHbIM 32 HUMKU PonsiM, (PYHKLMAM, KOMNETEHUUAM U

cthepam OTBETCTBEHHOCTM.
5.12 NonuueHTpuyHocTb apxutekTypsl UMCMunOBI1

5.12.1 B npoektax MUMCMuOBI1 oTpacnen (kopnopauui), MyHULMNANbHBIX
obpa3oBaHWi N PETMOHOB AOMKHO ObITb MPegyCMOTPEHO Co3aHue pacnpeaeneHHoN
(NonnuUeHTpUYECKon) cetTu cneunanmanpoBaHHbIX CUTYaLMOHHbIX 1 UHPOPMALNOHHO-
aHanUTUYECKNX LEHTPOB MPUHATUSA PELLUEHWUNA.

5.12.2 CuTyaumoHHble n MHGOPMaLIMOHHO-aHaNUTN4eCcKmne LEeHTpPbI
NpeanpuaTUn, 1  MyHUUMNanbHbiXx 0OpasoBaHUM M PErMoHOB [OOMXKHbl  ObiTb
pa3paboTaHbl Ha OCHOBe ©0a30BbIX MNPOrpaMMHO-annapaTHbIX  TEXHOSTOrMYECKNX
nnatopM M oOTpacrneBbiX TUMOBbIX MNPOEKTHbIX peweHun UNCMuOBIl,  6biTb
OCHAaLLEeHbl Cneunann3npoBaHHbIMU KOMMMEKcaMn npuKnagHblix 3agad obpaboTku
AAHHBIX U MPUHATUSA PeLLIEHNIn B COOTBETCTBUM C HaNpaBreHUsa MU UX OeAaTenbHOCTH,
a TakKke [OSKHbl MOAAEpPXMBaTbCA COrMaweHnsaMuM O B3aMMOOEeWCTBUM  C
npeanpuaTuaMuM  Bnagenbuamm OOBLEKTOB, CMEXHbIMW LeHTpaMuM U OPYrMMu
BHELUHUMM  NONb30BaTENAMU-NOTPEOUTENAMU  MHAOPMALIMOHHBIX  PEeCypcoB W

pe3ynbratoB MOHUTOPUHIA.

6 TpeboBaHMA K aHaNU3y apXUTEKTYpPbl NpeANPUATUS U ero CBA3en

6.1 UccnepoBaHue npeanpuaTun npm cosgaium MMCMuOBI.
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6.1.1 Pewenunsa no cosgaHmio WMACMunOBIT pomkHbl ObiTb OCHOBaHblI Ha
NpeanpoekTHOM aHanu3e apxMTeKkTypbl NpeanpuaTus U ero CBA3en C BHELUHUM
OKPY>XEHMEM B YCNOBUAX MCXOAHOW HeonpeaeneHHOCTU XapaKTePUCTUK BHYTPEHHUX
N BHELUHUX HEraTUBHbIX BO3AENCTBUN.

6.1.2 NcxogHbIMM OaHHBIMU ONsi MPOEKTHbIX UCCefoBaHMi M 0b6oCHOBaHUS
apxutektypsl MUCMnOBIT aBnsatoTca cnegyowimne Ka4eCTBEHHbIE XapakTePUCTUKN:

- NHpopMaumsa 06 OTHECEHUN NPEANPUATUSA K KPUTUYECKN BaXXHBbIM OObekTam
NHPPACTPYKTYpPbl perMoHa M Hannimm OOGBLEKTOB MOHUTOPWUHIA C MNOBbILLEHHLIMA
TpeboBaHNAMM K UX 3ALLUNLLEHHOCTH;

- obLWue ceegeHna o NpeanpuaTuKn (opraHn3aunoHHas CTpykTypa, pasmeLleHme
nogpasgeneHui, obliass YNCNEeHHOCTb paboTawwmx Ha obbekTe (MakcMmarnbHas
YNCNEHHOCTb, YMCIO paboTalwmnx B AHEBHOE W HOYHOE BpPEMS, pexumm paboThbl
obbekTa, HanuMumMe BOKpPYr oObekTa Apyrux npeanpuaTuid, HaceneHHbIX MYHKTOB,
XUnblX 30aHUA N UHbIX OBBLEKTOB MAaCCOBOrO CKOMMEHUs1 nogen, pasmelleHune
obbekTa MO OTHOLWIEHUID K TPAHCMOPTHLIM KOMMYHUKaUUAM, cBeaeHns o6 onacHbIX
BELLleCTBAX U MaTtepmanax, UCnosibdyeMblx Ha 06bekTe);

- BO3MOXHblE YCINOBUS BO3HUKHOBEHUSA N Pa3BUTUSI aBapUHbIX U
ype3BblYanHbIX cuUTyauumm C onacHbIMK coumanbHO-39KOHOMUYECKNMM
nocneacTeusIMu;

- MacwTabbl BO3MOXHbIX COLMANbHO-3KOHOMUYECKNX NOCNeaCcTBUN
WHUMOEHTOB - YrpO3 HapyLIEHNSA LLENOCTHOCTN U 6e30nacHOCTU NpeanpuaTus, B TOM
yucne B pesynbraTe COBEPLUEHNA aKTOB HE3aKOHHOIro BMeLllaTenbCTBa, TEXHOMEHHbIX
aBapuin 1 KatacTpod 1 BO3MOXHbIX TEPPOPUCTUYECKUX aKTOB;

- CMTYaUMOHHbIE NMaHbl U CXEMbl 0ObEKTa, NNaHbl N SKCNNMKALUMN OTAENbHbIX
30aHUM N COOPYXEHUM U UX YacTeW, WHXEHepHble KOMMYHUKauuK, nnaH
MEpPONPUATUA MO NoKanu3auunm 1M NMKBMaaumn NocneacTBuMi aBapuin Ha obbekTe,
NpoeKTHas AOKyMeHTaums Ha OObekT, Aeknapaums npoMbilieHHOM Ge3onacHOCTH
obbekTa, AOKyMEHTauusi Ha TEXHONMOrn4yeckne npouecchl, WUCMONb3yeMble Ha
obbekTe.

KonnyecTtBeHHbIMM XapakTepucTMkaMmm OAHOM0 WM HECKONbKMX CBOWCTB,

onpegensiowmnx nokasaTtenb HagexHocTn cuctemMbl B cootBetcTBumn ¢ NOCT 27.002-
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80, ABNATCA BEPOSATHOCTHbIE MOKasaTenvm 6e30TKa3HOCTU, PEMOHTOMPUITOAHOCTU U
AOSTTOBEYHOCTH.

lMokas3aTensimm 6e30TKa3HOCTU ABMAKTCS:

- BEPOATHOCTb 6e30Tka3HoM paboTbl — BEPOSATHOCTb TOrO, YTO B Npedenax
3a4aHHON HapaboTkM OTKa3 CUCTEMbI HE MPOU3ONAET;

- BEPOATHOCTb OTKa3za — obpaTHasa BennymHa, BEPOSAITHOCTb TOrO, YTO B
npegenax 3agaHHon HapaboTKkM OTKas CUCTEMbI MPOU3ONAET;

- cpeaHsist HapaboTka 4o oTKa3a — MaTteMaTu4ecKkoe oXuaaHue HapaboTKu
CMCTEMbI 0 NEPBOro OTkasa (41a HEBOCCTaHABMBAEMbIX CUCTEM);

- cpeaHsisi HapaboTka Ha 0Tka3 — OTHOLLEHME HapaboTKn BOCCTaHaBMBaAEMOWN
CUCTEMbl K MaTeMaTM4YeCKOMY OXMAOAHWIO YucCna €ee OTKa3oB B npedenax aTou
HapaboTKu;

- MHTEHCMBHOCTb OTKa30B - YCNOBHAA MOTHOCTb BEPOSITHOCTM BO3HUKHOBEHUS
OTKa3a HeBOCCTaHaBMMBAEMOW CUCTEMbI, onpeaensemas Ansi paccMaTpyMBaeMoro
MOMEHTa BPEMEHU NPU YCIOBUN, YTO 40 3TOr0 MOMEHTA OTKa3 HE NPOU3O0LLETT;

- NapamMeTp NOTOKa OTKA30B - OTHOLUEHWEe CPEAHEro YMcra OTKa3oB Ans
BOCCTaHaBMMBAEMOMN CUCTEMbI 3a MPOM3BOSIbHO Manyto ee HapaboTKy K 3Ha4YeHuto
3TON HapaboTKN.

lMokaszaTesmn peMOHTONPUIrOAHOCTM SABMSKOTCS:

- BEPOATHOCTb BOCCTAHOBIEHMSI paboTOCNOCOOHOro COCTOSAHUSA — BEPOSATHOCTb
TOro, YTO BPEMSA BOCCTaAHOBMNEHUS1 PabOTOCMOCOOHOrO COCTOSIHUSA He MPEBbLICUT
3a4aHHOrO;

-cpefHee BpeMsi BOCCTaHOBEHNA paboToCcnocOBHOro COCTOSAHUSA —
MaTeMaTM4yeckoe OXMOaHue BPEMEHM BOCCTaHOBMNEHUst paboTocnocobHOoro
COCTOSIHUS1 CUCTEMBI.

lMokasaTtensimn ONrOBEYHOCTU ABNSAKOTCSA:

- CPeaHUI pecypc - MatemaTu4eckoe oxmnagaHne HapaboTkn CUCTEMbI B TeYEHME

Cpoka cnyxbbil;

- KOMMNJIEKCHbIE NoKa3aTenu HaaeXHOCTU, HanpumMmep Ko dnUneHT
6e3onacHocTn Kg — BEpOSATHOCTL TOro, 4YTO cuctema byaet B pabotocnocobHOM mnu
3alMTHOM COCTOSIHUM B MPOM3BOSIbHBIA MOMEHT BPEMEHW, KPOME MNNaHupyemblX
nepuoaooB, B TEYEHME KOTOPbIX MNPUMEHEHWE CUCTEMbI MO Ha3HAYeHUK He

npegycMatpuBaeTcA.
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Hapsagy ¢ BEpOATHOCTHbIMUW MoKa3aTensaMu HagexXHOCTU npu hopMmnpoBaHum
MCXOOHbIX  OaHHbIX  HeobxoguMmo  onpegjennutb WK paccdnTatb  psg
AETEPMUHMPOBAHHbIX NMOKa3aTenemn, Takmx Kak:

a) UHTEHCUBHOCTb, ONUTENBbHOCTL U rpaduK NPoBOANMbIX Ha 06beKTax paboT;
6) dmnHaHcoBbIE pacxoabl U Tpyao3aTpaTthl Ha obecneveHne 6e3onacHoCTy;
B) KONNYECTBO M TSXKECTb MMEBLLMX MECTO NPOUCLLECTBUN.

[leTepMMHMpOBaHHbIE MNoKasaTenun ob6blYHO BblpaxarTcss  PU3NYECKUMHN
BEMMYMHAMMN MW  OTHOLUEHMEM 3TUX BENWYMH, Hanpumep, 6e3onacHOCTb
MHOrOKaHanbHOW pe3epBMPOBaHHOW annapatypbl MOXET OLEHUBATbCS YUCIIOM
KaHanoB, OTKa3bl KOTOPbIX MPMBOAAT K OMACHbIM CUTyauusiM, CPOK ChyX0bl
onpegensaeTcs KaneHaapHoW NPOAOSPKUTENBHOCTBIO 3KCMNyaTauum CUCTEMbl UK ee
BO30OHOBMNEHNS MOCNE PEMOHTA A0 HACTYNNEHMA NPeaenbHOro COCTOSHUS.

MpuMep HOMEHKNaTypbl KAYeCTBEHHbIX W KONMMYECTBEHHbIX MNOKasaTenen u
xapakTtepuayemble nmm ceorictea MMCMuOBIT npuBeaeHsl B Tabnuue 1.

Tabnuuya 1 - HomeHknatypa nokasatenen MMCMuOBI1

HavmeHoBaHue nokasaTtens O6o3HavyeHne HaunmeHoBaHue
KayecTBa nokasarens XapakTepu3yemMoro CBOMNCTBa
KayecTBa

MokasaTenu HasHa4yeHus
[MokasaTenun oyHKUMOHAIbHbIE N TEXHUYECKON 3(P(PEKTUBHOCTH

MogynbHOCTb U - MHTerpaunoHHsIn napameTp
PYHKUNOHaNbHasi B3aMMOCBS3b
CUCTEM Ha NpPorpaMMHOM
YPOBHE: KONIMYECTBO CUCTEM

MogynbHOCTb U - MHTerpaunoHHsIn napameTp
PYHKUMOHaNbHasA B3aUMOCBSA3b
CUCTEeM Ha annapaTHOM
YPOBHE: KONIMYECTBO CUCTEM

KoHdourypauunoHHas - CTteneHb aBTOHOMHOCTU
BapWaHTHOCTb: KONIMYECTBO
BapMaHTOB
KOHCTPYKTUBHbIE NOKasaTenm
Bpems xpaHeHUst oT4EeTOB U - JKcnnyaTauMoHHbIM napameTp

apXvBOB, CYT.
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[MpodormkeHue mabnuubi 1

HanmeHoBaHme nokasartens
KayecTtBa

O6o3HayeHne
rnokasareng
KayecTBa

HaumeHoBaHue
XapakTepu3yemoro CBOMCTBa

[nuHa yyacTka, ocHalLeHHOro
NHXXEHEPHbBIMUN COOPYXXEHUAMMU
obecnevyeHns 6e3onacHoCcTn, M
Yuncno pybexen oxpaHbl, LWT.
Yuncno ueHTpos cbopa n
06paboTkn nHopMauuu, LWT.
Yuncno pabounx mect
onepaTtopoB CUCTEMbI, LUT.
Mnowanb o630pa kamepamum
TENeBU3NOHHOIo HabnaeHus,
KB. M

LleneBas 3agava
TEeNeBM3NOHHOro HabnaeHns:
naeHTudmkaums,
pacno3HaBaHue, obHapyXeHue,
MOHUTOPUHT
NHTennekTyanbHbI aHanu3
BnageonsobpaxeHus: ga/Het
[nuHa yyacTka, OCHaLLEeHHOro
TEXHUYECKUMU CpeacTBamm
OXPaHHOW cUrHanusaumm, m
MNnowaab nomeLleHnn,
OCHaLEHHbIX TEXHUYECKUMN
cpeacTBaMn OXpaHHOM
curHanmsaumu, KB. M

Yncno TpeBOXHbIX
n3BeLllaTenen, LT.

Mnowaab nomeLleHun,
OCHALLEHHbIX TEXHUYECKUMM
cpencTtBamMmn KOHTpons u
ynpaBneHus SOCTYNnoM, KB. M
Mnowagb y4acTtka,
OCHAaLLEeHHOro CUCTeMomn
rPOMKOrOBOPSILLErO
OMOBELLIEHUS, KB. M

KaTeropust HagexHocTn
CUCTEMbI 3MEKTPOCHABXEHNS
Hanuune cncteMbl MOHUTOPUHIa
NCNpaBHOCTU SNIEMEHTOB
NMNCMunOBI1, pa/Het
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JKcnryaTauMoHHbIM napameTp
OKcnnyaTaunoHHbIA NapameTp
JKcnryaTauMoHHbIM napameTp
JKcnryaTauMoHHbIM napameTp

JKcnryaTauMoHHbIM napameTp

QkcnnyaTaunoHHbIA napameTp

JKcnnyaTauMoHHbIM napameTp

JKcnnyaTauMoHHbIM napameTp

OkcnnyaTaunoHHbIA napameTp

3kcnnyaTaunoHHbI napameTp

3kcnnyaTaunoHHbI napameTp

3kcnnyaTaunoHHbI napameTp

Be3oTkasHoCTb

PeMOHTOI'IpI/IFOD,HOCTb
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HanmeHoBaHuMe nokasatens O6o3HaveHne HavnmeHoBaHue
KayecTBa nokasartens XapaKTepusyemoro CBOMCTBa
KayecTBa
Nokasatenun HageXHOCTH
CpenHsist HapaboTka oo oTkasa Atoret be3oTkasHOCTb
ANs annapaTypbl
MHOIOKPaTHOro NPUMEHEeHUs, Y
HapaboTka 0o nepBoro otkasa Atoreo besoTkasHOCTb
(ansa annapaTypsbl
OAHOKPATHOrO NPUMEHEHNS) , Y
CpefgHun pecypc, net Tp [onrose4yHoCTb
CpenHee Bpewms Aty PemoHTONpUrogHocTb
BOCCTaHOBNEHNS
paboTOCNOCOBHOro COCTOAHNS,
MMWH
CpenHee Bpewms Te CoxpaHsieMocTb
BOCCTaAHOBNEHNA A0 3a4aHHOro
3HayeHus nokasaTtens
KayecTBa, MUH
CpenHee Bpemsi 6€30TKa3HOro Typ CoxpaHsieMocTb

XpaHeHus, Y

MNokasaTtenu yCTOIZ‘-II/IBOCTI/I, CTOMKOCTW K BO3AENCTBUIO BHELLHUX HErATUBHbIX

[onycTumble BMAbI
TPaHCNOPTMPOBaHUSA U3genus

dakTopoB

Pabouuni gnanasoH Temnepartyp At YCTOMYMBOCTb K

oKpyxatowen cpeapbl, °C TemnepaTypHbIM BO34ENCTBUAM

Pabouunn ananasoH AV YCTONYMBOCTb K

OTHOCUTENbHOW BNAXXHOCTH KNUMaTU4eCKNM BO3AENCTBUAM

Bo3agyxa, %

| MokasaTenu TpaHcnopTabensHOCTM

lMokasaTenb BO3OeNCTBUS - MpoyHOCTbL Npwn

TPaHCNOPTHOM TPSICKN N TpaHCNoOpTUPOBaHUM B

BMOpaummn (C yckopeHnem u npu ynakoBaHHOM Buae

yacTtoTe ygapos), %

[[abapuTHble pa3amepbl, MM dxIxh MpucnocobneHHOCTb K
TPaHCNOPTUPOBAHUIO U
aKcnnyaTauum

Macca, r m MpmncnocobneHHOCTD K

TPaHCNOPTMPOBaHUIO U
akcnnyaTaumm

27



I'ocCT P

OkoHyaHue mabnuubi 1

O6o3HayeHune
HanmeHoBaHuWe nokasaTtens HanmeHoBaHue
nokasartens y
KayecTBa XapakTepu3yemMoro cBoMcTBa
KayecTBa
Mokasatenu craHgapTu3aumm n yHudumkaumm

KoahpumumneHT npumeHsemMocTy, Knp -
%

KoadhpumumneHT noBTOPSAEMOCTH, Kn -

%

| MokasaTenu 6e3onacHoCTy
OnekTpnyeckasi MPOYHOCTb - -
nsonsauumn kabenbHbIX Tpacc, kB
OrneKkTpnyeckoe ConpoTuBeHne - -
n3onsumm kabenbHbix Tpacc, Om

6.1.3 O6cnenoBaHne 06bHLEKTOB NPeANPUSTUA OCYLLECTBIIAIOT B COOTBETCTBUM
C MeToAMKaMW, YYUTbIBAOWMMN OCOOEHHOCTM NPOAYKUMM W UHPACTPYKTYpbI
npeanpuaTus.

Mo pesynbratam obcnenoBaHus onpeaenstoT (YTOYHAT):

- cocTaB 06bEKTOB, NPOLECCOB M PECYPCOB NPEANPUATUS, NOANEXaLlLMX 3alumTe
OT HeraTMBHbIX BO3AENCTBUN;

- onncaHnst 06 bLEKTOB MOHUTOPUHIA N CybbeKTOB obecneyeHmns nx
©e3onacHocTy;

- 3Ha4YeHus 3agaHHbIX HOPM U NokasaTernen 6e3onacHOCTN 06bLEKTA;

- XapaKTEPUCTUKN BHYTPEHHNX N BHELLUHUX COBLITUIA 1 BO3MYLLEHUI — YrPO3
©e3onacHocTy;

- OpraHbl NPUHSATUS PELLEHUI B aBapPUIAHbIX U KPUTUYECKMX CUTYyaLMsaX No
3aKpenneHHbIM 32 HUMU OOBLEKTOB WHXEHEePHOW WHAPACTPYKTYpPbl Npeanpusitus,
NPOAYKUMN, NPOLIECCOB, PECYPCOB, AOKYMEHTAUMN U Ap.;

- Hann4yme cornaweHnin o B3aMMOAENCTBMM C BHELLHUMM OpraHamun BnacTu un
MECTHOrO CaMoynpaBrieHns, OpraHM3aunsammn permoHanbHbIX cnyx6 6esonacHoCTy;

- CXeMbl MHPOPMALMOHHbIX NMOTOKOB N pas3MeLLEeHME Y3NOB NPUHATUS PELLEHNI
Ha TEpPPUTOPMM N B NMOMELLIEHUNSAX NPEanpUSaTUS U CMEXHbIX NPeanpuaTUn, BKIoYas
pacrnornoXeHHble B ApYyrnx permoHax Poccumn n gpyrnx rocygapcraax;

- XapaKTepUCTMKN SOCTYMHbIX pecypcoB (nepcoHan, cneyobopynoBaHue,
nporpammHble cpeactea, HT[, TunoBble pewweHus no obecneyeHnto 6Ge3onacHoOCTH

00BbEKTOB, UCTOYHMKM U POPMbI MX NPUOBPETEHUS;
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6.1.4 T[lo pesynbratam ob6cneaoBaHUsA ONpPeaensioT:

- UICXOOHble MOCTAHOBKM 3aay co3faHus (mogndukaumm n passmutus) CUCTEMBbI
Ge3onacHoCT NpeanpuaTUs;

- KOHUeNTyanbHble Moaenu obecneyeHnsi 6e3onacHoCT 06bHLEKTOB
NpeanpuaTUS, opraHM3aLMOHHbIE perfaMeHTbl U npoLueaypbl NPUHATUS peLUeHU;

- 0bwme yHKUunoHanbHble TpeboBaHus Kk cucteme 6e3onacHoOCTM 1 ee
apxuTekType;

- TpeboBaHUA K KOMMOHEHTaM OpraHM3auMoOHHOIro, UHPOPMaLMOHHOTO,
TEXHMUYECKOro 1 NporpaMmMHoro obecrneveHms cuctem 6e3onacHocCTy;

- TpeboBaHUA K NpeacTaBNeHNo0 AaHHbIX O COCTOSAHUN OOBbEKTOB MOHUTOPMHra
Ha ycTpomcTBax OToOpakeHus obLiero HasHavyeHus 1 paboumx mecTax yaaneHHbIX
nonb3oBaTtenen n nx NPUBA3Ke K N KoopamHaTtam MECTHOCTY;

- UCXOOHble MaTepuarnel Ang pa3paboTkn 1 NCNOMNb30BaHUS KOHCTPYKTUBHbIX
3D-moaenen 3gaHUM N COOPYXXEHUN WHXEHEPHOW MHAPAaCTPYKTYpbl NpeanpuaTus,
reoMHOPMaLMOHHbIX CUCTEM OBLLErO 1 CreumnanbHOro HasHauYeHNs;

- pekoMeHaaunn no BbIBOPY NPOEKTHBIX PELLEHUI NO OpraHM3aLmm
MEeXBEeJOMCTBEHHOIO B3anMOLeNCcTBUS.

6.1.5 Ha atane HUP cnegyet paspabaTbiBaTb UM Ha atane NpOeKTUPOBaHUSA
ncnonb3oBaTtb  TUNOBble  Mogenu  6esonacHoctM  npegnpusatvis. Mogenb
BGe3onacHoOCT NpeanpuUaATUSA JOSMKHA ObiTh NONOXEHa B OCHOBY KOHLENUMM CO30aHUsA
(pa3sutns) MUICMunOBIT n otBeyaTb Ha BONPOCHI, YTO ByAeT, ecnn M3MEHUTCS Kakon-
nmMbo anemMeHT apXUTEKTYpbl NPEeAnpUATUS, ero MHXEHEPHOW, NPON3BOACTBEHHOWN U
coumanbHoM WMHAPACTPYKTYPbl, XapakKTEPUCTMKN BHELLUHMX BO3OENCTBUN, Kakue
gakTopbl HeobGXxoAMMO  yuyuTbiBaTb NPW  NOCTaHOBKE 3agjady  obecnedveHus

GesonacHOCTU 1 BbIBOpEe CpeacTB MX peanmsauni.
6.2 Mogenb 6e3onacHOCTU NpeanpuUATUA

6.2.1 lNpu paspaboTtke mogenen Ge3onacHOCTU NPeanpuUsaTUa OOMMKHbI ObiTb
onpedeneHbl OCHOBHble TpeboBaHMS K  OpraHM3auMOHHO-METOAUYECKOMY W
MHOPMaLMNOHHOMY 0becneyvyeHmto cMcTtem 6e3o0nacHOCTU, BKITKOYas:

- XapaKTepucTukm o6 beKTOB MOHUTOPUHIA N BHELLHEN Cpeabl;

- MoKasaTenu OUEHKN CcoumarnbHO-3KOHOMUYECKONO COCTOSIHUA permoHa u

dakTopbl, OKasblBalOWME BIUSHWE Ha LENOCTHOCTb U Tpebyembli YPOBEHb
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3alMLLEHHOCTN ODOBLEKTOB, MPOLIECCOB W PEecypcoB MNpeanpuaTus OT HeraTuBHbIX
BO30ENCTBUN;

- TeXHWYeckue  pernameHTbl W HOpMbl  Ge3onacHocTM  06bLEKTOB
NHPPaCTPYKTYpbl NPEaNPUATUS 1 NpUNerarLmnX TePPUTOPUN;

- KOHUenTyarnbHble 1 MaTemMaTU4eckMue MOLENM OLEHKM PUCKOB M 060CHOBaHME
BblOOpa CpeacTB 3amnTbl PECYpPCOB OT HEraTUBHBLIX BO3AENCTBUN;

- COCTOSIHME HacnegyemblX UHPOPMALMOHHbIX CUCTEM NPeanpuATUA U pbiHKa
cpeactB VKT n cneumannsavpoBaHHOrO o60pyooBaHWSA CUCTEM 3alUUTbl PecypcoB
npeanpuaTus;

-pernameHTbl 06MeHa JaHHbIMKU, dopMaTbl COOBLLEHUI U NPOTOKOMbI Nepeaaydn
AaHHbIX B nokanbHbiX (LAN), pernonanbHbix (MAN) u rmobanbHbix (WAN) ceTax ¢
NHTEerpaumen cnyx6 4acTHOro NoNb30BaHWUS;

- MeTodbl CTaTUCTMYecKoM o00paboTkM [JaHHbIX W (POPMbI  3anMpocoB Ha
npeacTaBneHne OT4ETOB MO pesynbrataM MOHUTOPUHIa BHELLHUM NOTpebutensm.

6.2.2 TpeboBaHua K PyHKLMOHANbHbLIM, MHPOPMALMOHHBLIM, MaTEMaTUYECKNM U
npoueaypHoiM MogensaMm AC MOHUTOPUHra COCTOsIHMA OOBLEKTOB MpeanpuaTug,
Hapsagy ¢ ycnosuamu n TpebosaHuamm FOCT P 22.1.01, gomkHbl BKIoYaTh B cebs:

— onpegeneHve u WAEHTUMMKALMIO WHUMOEHTOB Yrpo3 LENOCTHOCTU U
6e3onacHOCTN OOBLEKTOB;

—  onpegeneHne 4YacTHbIX WU KOMMMEKCHbIX (MHTerpanbHbIX) MNokasaTeneu
COCTOSIHMSA LIEeNTOCTHOCTU M 6e30nacHOCTM 06BHEKTOB MOHUTOPUHIA, OYHKLNOHANbHbIX
3aBUCMMOCTEN N KOPPENSLUMOHHBIX CBA3EN MeXdy HMMW, BKIOYas onpepeneHuve
MUHMMaNbHOrO Heobxoammoro Habopa KOHTPONMMPYEMbIX MapameTpoB, Bbibopa
4YacTOTbl OMpoca OaTYMKOB (CEHCOPOB) M MCTOYHMKOB COOOLLEHUI, pauMOHarbHbIX
HacCTpPoeK cpeacTB KOMMYTaLMM MNOTOKOB [aHHbIX W OPYrMX HACTPOEK CUCTEM
KOHTPONsi NnapamMeTpoB OObEKTOB 1 CPeACTB BHYTPEHHMUX N BHELLUHUX KOMMYHUKALWNA;

— TpeboBaHMA K [OKyMeHToobopoTy cnyx6 6e30nacHOCTU, KOHTPOSO
WCNONHEHNS peLleHnn 1 nokasatenam 3pdeKkTUBHOCTN MCMNOMb30BaHMUS PeCcypcoB
(o6bopynoBaHue, nepcoHar, aHeprus, AeHbrn);

—  OUEHKy TeKkywen cuTyaumm no  uHTerpanbHbiM  (KOMMNEKCHbIM)

nokKkasartendm K" nporHo3 nocnencTeum ee pa3BUTUA;
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—  MeTogbl 0BOCHOBAHWSA MPUHATUSA peLleHWA Mo HenTpanusauuu yrpos u
nnaHMpoBaHUIO pecypcoB Aans obecnevyeHnss 6e3onacHoOCTM OOLEKTOB n
BOCCTAHOBMEHMUS UX LIENTOCTHOCTU B aBapUNHBIX N KPUTUYECKUX CUTYaLUSIX;

—  Bblbop cnocoboB oTOBpaxXeHnsa pes3ynbTaToB MOHUTOPUMHIA U agpecHoro
onoseweHua JINP ana aktuBu3aumMm Ccun M CPeacTB cnyxb ©esonacHocTu
NpeanpusTUN U PErMOHOB;

—  MeToAdbl XpaHeHUs W cTaTUcTu4eckon obpaboTkm AaHHbIX 06 ucTopum
WMHUMAEHTOB N 3((PEKTUBHOCTN ENCTBUIN IKCNIyaTaLMOHHOIo nepcoHasrna o6bLekToB
n cnyx6 obecneyeHns GesonacHoOCTH.

6.2.3 lNpun paspabotke mMogenen 6esonacHOCTU nNpeanpusaTUss Heobxoanmo
yunTbiBaTb  cnegywowme cdepbl  €ro  B3aUMOAEWCTBUMS CO  CrneayroLumu
npeanpuaTUAMM U aBTOMaTU3MPOBaHHLIMU CUCTEMAMMU:

—XXM3HeobecrneveHne pacnpeneneHHblXx 06bekToB NpeanpUATUSA U PErmoHa;

—pernoHanbHble Cnyx6bl obecneyeHus BesonacHocTH n
AHTUTEPPOPUCTUYECKON  3ALUMLLEHHOCTU OOBLEKTOB  TpaHCMOpTa, SHEPreTuKu,
NPOMBILLMEHHbIX NPEANPUATUIA, 3KONOrMn

—OpraHbl TEXHUYECKOrO perynmpoBaHns , OLLEHKN COOTBETCTBUSA N HaA30pa;

—Cny0bl  BOCCTAHOBIIEHUS  LENOCTHOCTM  OOBLEKTOB  npeanpuatuin  wu
nuksngaumm nocnencTBuM aBapunHbIX N Ype3BblHanHbIX CUTYaLNN

—opraHbl rocygapCTBEHHOW BNACTM U MECTHOIO CaMOyrpaBneHus.
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6.2.4 CTpykTypa KoMnrekca mogenen 6eszonacHoctn 0606LLEeHHOrO

npeanpusaTus NpuBedeHa Ha pUCyHke 2.

Oprauusaquouno — MeToguyeckoe obecneueHue

XapaKTepucTukmn CouuanbHo- TexHu4eckue KoHuenTyanbHbie CocrosHue Mertopapi
o6beKToB U Kas per Tl U MoAeNU OLEeHKHU pbiHka UKT u aHanuaa
> BHewHel cpeabl cuTyauus B HOpMbI PVCKOB U 3aLuTbI cpeacTs uHdpopmayumu
peruoHe 6esonacHocTH pecypcos 6esonacHocTn
v v v A v v
OpraHusauua KOMMYHUKaLMiA B IOKa/IbHbIX, PETMOHA/IbHBIX M FN06asbHbIX CETAX CBASU
A A A A A A
UpeHTudUKayma OueHka PeweHue no n P AKT uua cun Cratuctuka
=N yrpos cuTyauumu HeWTpanusayum pecypcos u M cpeacTe WHLUUAEGHTOB U
6esonacHocTH yrpos AencTenii 6esonacHoctH apdekTUBHOCTU
AeicTeui
MOHMTOPHHI’ COCTOAHUA U KOHTpOAA KOHTPOIIB CPOKOB UCNO/IHEeHUA pemel-mﬁ n
s -~ [ &
nokasartenei 6esonacHocTv o6beKToB ucno. pecyp P
‘ Cdepbl B3aumogeiicteus ‘
Cucrema xusHeobecneyeHns o6bEKTOB NpeanNpUaTUiA U MHPACTPYKTYPbI TEPPUTOPUIA
PervoHanbHble cny»6bl o6ecneyeHunsn obuiecTseHHoM 6€30NacHOCTU U aHTUTEPPOPUCTUHECKON

¥ SalYMLLEHHOCTU O6bEKTOB TPAHCMOPTA, SHEPreTUKU, NPOMBILLIEHHbIX NPeANPUATANA, ¥

- 3KosoruvecKoi 6esonacHocTu ‘

r Cny6bl BOCCTAHOB/NIEHMS LEENOCTHOCTU OGLEKTOB U IMKBUAALIMM aBaPUIAHBIX M YPESBbIMaMHbIX |

- cuTyaumi .

OpraHbl TEXHUYECKOro peryninpoBaHusa HaAsopa U OLeHKU COOTBETCTBUA

PucyHok 2 - Mpumep dyHKUMOHaNbHOW Moaeny 6e3onacHoCTV NpeanpuaTus

6.2.5 lNpu paspabotke Mopgenen 6GesonacHOCTM NpeanpuaTUS Heobxoaumo

obecneumBaTb Nx beHKLl,I/IOHaJ'IbHyI-O NONTHOTY A11A obecneyeHuns MOHUTOPUHIA.

7 ApqueKTypa N TMNONTIOrNA UHTErpupoBaHHbLIX MHTEeNNEeKTyalrlbHbIX

cunctem MOHUTOPUHIa pacnpegeneHHbIX ob6beKkToB ﬂpeﬂﬂpMﬂTMﬁ n TeppMTOpr"I
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71 q)yHKLIMOHaanbIe ANeéMeHTbl apXUTEeKTYpPbI

Apxutektypa MMCMnOBI1 onpegensier coctaB (PYHKUMOHASbHBIX 311IEMEHTOB
OpraHM3aumMoHHOro,  MEeTOAMYECKOro,  MHAOPMALMOHHOIO,  TEXHUYECKOro U
nporpamMmHoro obecnedyeHuss U CBA3eW C HUMW, W [OOMKHbI BKNOYaTb B CBOE
cogepXaHve ponu ngen, onucaHuve npoueccoB (pyHKUMM M noBedeHuEe) Wt
npeactaerieHe BCeX BCNOMOraTefbHbIX TEXHOMNMOMMMW Ha NPOTSAXKEeHUU BCEero

Xn3HeHHoro uukna npeanpuatna no FOCT P NCO 15704.
7.2 CpeacTtBa NPOEKTHON KOMMOHOBKU

CpenctBa npoektHon komnoHoBkn WMUCMunOBIT pomkHbl obecneymBaTtb
peanusauunio QyHKUUIN HAaCcTPOMKM M MacluTabnpoBaHMe Ha yCroBUS NPUMEHEHUS B
pasnnYHbIX NpeaMeTHbIX cdepax AesaTeNbHOCTU NPeanpUATUA, Hanpumep Takux Kak:

- OLIeHKa MPOEKTHOM, TEXHONOIMYeCKon U OpraHn3aLnoHHO-pacnopsanTensHON
AOKYMEHTAUMN Ha Hannume B TEKCTaxX CBEAEHWUN, coAepXKallMx KOMMEPYECKYH U
rOCy4apCTBEHHYIO TaWHy, HedOMyCTUMbIX WKW  HEKOPPEKTHbIX  onpeaeneHui
TEPMUHOB M MOHATUN, YUCNOBbLIX 3HAYEHUA XapaKTepPUCTUK OOBLEKTOB W OpYrnx
owKnbOK B TeKcTax, MPMBOASALLMX K PUCKaM UM BO3MOXHbIM MOTEPSIM PECypCoB,
BKMNtOYast UMUAX U goBepue notpebutenen;

- MOHUTOPUHI cocTosiHusa obopyaoBaHua UKT, cneunanmanpoBaHHbIX CpencTB
NHXXEHEPHO-TEXHMYECKON 3alUnTbl OOBLEKTOB M UHAOPMALMOHHO-BBLIYUCIIUTENbHbIX
ceTen NnpeanpuaTus;

- MOHUTOPVHI MHXEHEPHbIX CUCTEM XU3HeobecneyeHnst 3gaHnin N COOPYKEHUI
N oueHka pakTopoB, yrpoxarwLwmx 6e30nacHOCTU WMHPaCTPYKTYypbl NpeanpuaTus
(noxapHasa 6e3onacHOCTb, 3HeproobecrneyeHne, NorogHble YCNOBUS, TEXHOrEHHbIe
KaTacTpodbl Ap.);

- OXpaHa TeppuTopuUM nNPeanpusaTMss U KOHTPONb HECaHKUMOHUPOBAHHOIO
AocTyna Ha oObekTbl NPeanpuUaATUs;

- KOHTPOSnb AOKYMEHTaUuMM Ha MOCTaBKy KOMMMEKTYOLMX U MaTepuanoB npu
npuemKke, HeCaHKUMOHMPOBAHHOIO (He LeneBoro) MCNonb30BaHWs MaTtepuanbHbIX
pecypcoB NpeanpusaTus;

- 3awmTa MHAPOPMALMOHHBLIX PECYPCOB M MHTENNEeKTyanbHOW COO6CTBEHHOCTU

npeanpuaTus;
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- 6be3onacHocCTb Tpyaa n obecneyeHne 30opoBbS NepcoHana.
7.3 OCHOBHbIE€ YPOBHU apXUTEKTYPHOIro peLueHus

ApxutekTypHble peweHna WUCMnOBIT npn  ux NOCTPOEHUN  [OOSMKHbI
pacronaraTbCs Ha CrieQytoLmnx YeTbipex YPOBHSIX.

7.3.1 YpoBeHb  (popmMupoBaHUA 0a3oBbIX  NporpaMMHo-annapaTHbIX
TexHonorndeckux nnarcopm  cpeabl  dyHkumoHmposaHna  ACMuOBIT  un
PYHKLUMOHANBHO-NOMHOIO KoMMfekca obopyaoBaHMa U NPOrpamMMHbIX CPeacTB Ans
peLleHna NpuKnagHbiX 3agavy MOHUTOPUHIA COCTOSIHMA OOBLEKTOB B MpeAMETHbIX
chepax OesaTenbHOCTU NpeanpuaTUn.

MpumedaHne - PelueHusi 3TOro YpPOBHSI AOMKHbI YYUTbIBaTb OEWCTBYHOLLME HOPMAaTMBHO-
npaeoBble TpeboBaHuss B cdepe 6es3onacHOCTM M cogepxaTb MpaBoOBble, OPraHW3aLUOHHO-
9KOHOMMYECKNE N TEXHUYECKME MEXaHU3Mbl pa3paboTkm MHTErpMpoBaHHbIX cucteM 6esonacHocTu u
NMOCTaHOBKM Ha npom3BoAcTBO HoBbiX cpeactB WMKT obwero m cneuuwanbHbiX CpeacTs 3alluThl

pecypcoB NpeanpusiTUiA NperMyLLIeCTBEHHO PoCCUitckoro NponsBoacTBa.

7.3.2 YpoBeHb cuctemHoro npoektnposaHns MMCMunOBIT n nx «BctpanBaHnsa»
B [OENCTBYWOLIME W NEPCMNEKTUBHbIE OpPraHM3aLMOHHO-TEXHUYECKME CUCTEMDI
yrnpaBneHnsa npegnpuaTuns.

7.3.3 YpoBeHb MNPOEKTUPOBAHUA W MHTErpaumm WNHGOPMALMOHHBIX CUCTEM
MEXBELOMCTBEHHOIMO B3aUMOLENCTBUS pacnpeneneHHoOn MNOSIMLEHTPUYECKON CeTH
PErMOHanbHbIX  CUTYaUMOHHbIX W MHAOPMAUMOHHO-aHANUTUYECKNX  LIEHTPOB
MOHUTOPWUHIA CTpaTerMyeckux W counanbHO-3HaYNMbIX OOBLEKTOB PErnoHOB W
TEppUTOPUN.

7.3.4 TlpuknagHon yposeHb akcnnyataumm WMUCMunOBIT un obecneveHns
B3aMmogencTemss cnyx6 6Ge3onacHOCTM B Mpoueccax Tekylen [AeaTeribHOCTH

npeanpuaTUn.

7.4 ®yHKUMOHanNbHaA apxuTekTypa pacnpegeneHHon MMCMuOBI

CoBpeMeHHble MYNbTUCEPBUCHBIE pacrnpefeneHHble KopnopaTuBHble (ceTwn)
cuctembl 06paboTkm aaHHbIX, B ToM yncrne n B MMCMunOBI1, npeactasnstoT cobown
COBOKYMHOCTb BbICOKOCKOPOCTHOIO CEeTeBOro 0bopyaoBaHWs, MogaepXusatoLLero
npuopuTe3auunio Tpadguka, a Takke GONbLIOro YMcra BCEBO3MOXHbIX MPUKMaAHbIX

nnardgopm n CepBuCOB pearibHOro BpPEMEHMN (IP-tenedoHmn "
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BMAEOKOH(EpeHUCBA3N), peanuayowmx IT-doyHaameHT GusHec-npoueccoB MU
CpeacTB 00LEeHMs.

741 B coctaB dyHKkumoHanbHon apxutektypbl WANCMuOBIT BknovatoT
coBokyrnHocTb [NTK u MNMK, kaxgbli M3 KOTOPbIX paccMaTpuBaloT Kak OTAeNbHbLIN
NPOAYKT, MOXET WMeTb CBOUX MOTpebutenen u pasnuyHble MoamdrKaumu,
y4nTbiBaloLWme oCOBEHHOCTU NX MPUMEHEHNSA HA KOHKPETHbIX NPeanpuUaTusX.

7.4.2 ®yHKUMOHanNbHble KOMMNOHeHTbl  apxutektypel  WNACMunOBIT (cm.
npunoxenne b) OOmMKHbl OblTb MpeacTaBneHbl Kak 3aKOHYEHHble MPOAYKThI,
ABngaLwWmecs npegMeToMm OTAeSNbHOW MOCTaBKW, NpOLUeAlne BCe WUCMbITaHUSa Ha
NpeanpuUaTUN-N3roToBUTENE U coaepXaTb HeobXxoauMble CpeacTBa HACTPOWKM AONs
npuMeHeHna B ycrnoBuax npeanpuatna paspaborumka MMCMuOBIT. Ha nx 6ase npwu
HeobXOAMMOCTM peanuaylTcs CUCTEMbl MOHUTOPWUHIA OOHOTUMHbLIX OOBLEKTOB B
CUTYaUMOHHbIX LEHTpax oTpacnen, PerMoHoB, MyHUUMNanbHbIX OBpasoBaHUN Ha
pasHbix WKT-nnatgopmax ¢ ucnonb3oBaHvem o60pyooBaHMS M NPOrpaMMHOro
obecnevyeHns pasnnyHbIX W3rOTOBUTENENW W WHTErpuMpoBaTbCA C AENCTBYHOLLMMMU
aBTOMaTU3MPOBAHHbLIMU NHPOPMaLMOHHBIMU cuctemamm npeanpusaTUn.
Heobxoaumblie CBA3WM MeXAy KOMMOHEHTaMM OnpeaensiTcs YHUULMPOBaAHHOM
CUCTEMOWN MHTEPdENCOB B3aMMOOENCTBUSA MeXOy 3NeMeHTaMu U NoaAepKMBatoTCA
CpeacTBaMu UHTErpaumm pasnnyHbiXx KOMMNOHEHTOB U MOAYNEN, C UX TECTUPOBAHNEM
Ha COBMECTMMOCTb U paboTOCNOCOBHOCTb B KOHKPETHbBIX YCMOBUSIX.

B 3aBUCMMOCTM OT CNOXHOCTU 0OBLEKTOB MOHUTOpUHra B coctaBe MMCMnOBIT
MCNONb3YIOT, Kak NPOCTENLLUME CUCTEMbI KOHTPONSA OTAENbHbIX MapameTpoB, TaK W
CMNOXHblE  MepapXuMyeckne KOMMMEKCbl CpeacTs OLEHKN  KOMMSIEKCHOIro
(MHTEerpanbHOro) CoOCTosAHMSA OOBHEKTOB.

7.4.3 PaumoHanbHasa apxutektypa WNCMuOBIT onsi KOHKPETHbIX OOBLEKTOB
AomKHa obecneunBaThb:

- afdeKBaTHYl MWHMMM3AUMIO COCTaBa KOHTPONMMPYEMbLIX MapamMeTpoB MU
rokasarernen CoCTosiHUS 06 LEKTOB MOHUTOPUHI;

- UICNONb30BaHWe anropuTMOB 06PabOTKM AAHHBIX Y NOMUKN NPUHATUS PELLEHWIA,

- onpefeneHve N 3akpensieHne YyaroB MNPUHATUSA pelleHun U pacnpenenexHne

chep MX OTBETCTBEHHOCTU B 3aBMCUMOCTU OT CUTyal N Ha o0bekTe;
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- ONTUMAsbHYI0 MUHUMU3AUMIO MHGOPMALMOHHBIX MOTOKOB M 3arpy3kuM KaHanos
CBA3N;

-alekBaTHOE W CBOEBPEMEHHOE OTobpaXeHMe [OaHHbIX MOHUTOPUHra U
onoBeLleHne nnu, NPUHUMAKOLLNX PeLleHns No yrnpaBneHnto obbeKkTamu.

7.4.4 CpenctBa oOHapyXeHust COBbITUI - MHUMAEHTOB Yrpo3 6e3onacHocTu
AOMKHbI obecnevnBaTtb 06pabOTKy MOTOKA AaHHbIX OT pPasfM4YHbIX WCTOYHUKOB U
pewartb cregyowmne yHKLMOHaNbHbIE 3a4a4n:

- onpegeneHve pernameHta o6CnyXuBaHWsi MOTOKa [AaHHbIX (CUrHanoB
AaT4YNKOB, COOBLLIEHMI, AOKYMEHTOB);

- pernctpauns cobbiTnst n onpeaeneHne NCTOMHMKa CoobLLEHMST O CODbITUK;

- BblAENEeHne NpuU3HaKkoB Yrpo3 13 NOTOKa OTAENbHbIX COOBLLEHUN;

- ngeHTUuKaumsa Tuna yrposbl M OnpedernieHne BO3MOXHbIX MNOCNeACTBUM
pa3BUTUSA cobbITuS;

- MHUUManusauusa 4eNCcTBUN NnL, NPUHMMAILLNX PELLEHUS B CUCTEMAX
GesonacHOCTU NpeanpuaTUs;

-ynopsigodeHne notoka cobbITin, BeAeHUe apxmBa UCTOPUN COBLITUN.

8 O6wme TexHNYecKue TpeboBaHMA K NporpamMmMHo-annapaTHbIM
TEXHONMOrM4YeckMM  nnatcpopmam  MHTErpUMPOBaHHOM  MHTENNeKTyanbHOMU

cCUCTeMbl MOHMUTOPUHra u obecnevyeHus 6e3onacHoOCTU NpeanpPUATUSA
8.1 CTpyKTypa KOMMnseKkcos

ABTOMaTM3NpoBaHHble Komnsiekcbl cpeacte MMCMuOBIT ana peanusauuu
npuknagHblx 3agad cbopa, o06paboTkm [OaHHbIX MOHUTOPUHIA COCTOSHUSA W
ynpaBneHnsa obbektaMmn NpeanpuaTna crnegyet co3gaBatb Ha ocHoBe Gasosbix MMAT
MKT obwero HasHayeHusi (BbIYMCIIUTENbHBLIX KOMMMEKCOB, CPeaCcTB CBSA3U WU
NOAAEPXKUBAKOLLMX MX ONEPALMOHHBIX CUCTEM W MHCTPYMEHTamnbHbIX CPeacTs),
peann3oBaHHbIX Ha OCHOBE MNPUHUMMNOB CO30aHUSA OTKPbITbIX CUCTEM C LESbo
YNpPOLWLEeHNa uHTerpaumm ¢ apyrumm cuctemamu. [eovHopmaumoHHaa cuctema
0e30nacHOCTM [OOMKHA CcoaepXaTb OTKPbITble MporpaMMHble MHTepdenchl ans
WHTErpaumMm C WCTOMHMKaAMM WHoOpMauMm U  BHEWHUMU MHAOPMALMOHHLIMA
cMcTeEMamMu U COOTBETCTBOBATL CreayowmumM TpeboBaHUAM.

8.1.1 B coctaB ocHoBHOro obopygoBaHus 6asoson [MAINT MACMuOBIM,

yCTaHaBnmsaemon Ha obbekTax npeanpuaTtnda, B COOTBETCTBUM C pellaeMbiMU
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3agadamun n TpebyembiM ypoBHEM MHEOPMALUMOHHOM 6e30MacHOCTN OOMKHbI ObITh
BKIHOYEHbI:

- ycTpomncTBa cbopa HdopMauum ¢ NEPBUYHBLIX AAaTYMKOB (CEHCOPOB)
COCTOSIHUSI OObEKTOB MOHUTOPWHIA;

- NoKanbHas BblYMCNUTENbHANA CeTb NPeaNnpUNATUS;

- perucTpaTopbl pasnnyHoro BMaa CoobLLeHn, ayano- 1 BUOEOOAHHbIX,
BKMOYasa CTauMoOHapHbIe U NOABWMXHBIE;

- NnokarnbHble cepBepbl cbopa, XpaHeHust 1 06paboTKM AaHHbLIX O COCTOAHUN
3aZjaHHON rpynnbl 06 bEKTOB MOHUTOPUHTA;

- KOHTPOSNEpPbI YNpaBneHns yCTPONCTBaAMUN CUCTEM XU3HeobecneyeHns
30aHUN N COOPYXEHW, KOHTPOMs [OCTyna B 34aHMA W COOPYXEHUA U Ha
TeppuTopuio  NpeanpuaTUs, BUOEOHAOMOAEHUs, WHOMKaUMM U oTobpaxeHus
COCTOSIHUS OOBEKTOB, MOHUTOPWUHIA FPYNMoOBbIX U MHAMBUAYarNbHbIX paboynx mect
nonb3oBaTenemn;

- cpeacTBa KOMMYTaLUMM NOTOKOB AaHHbIX (yNpaBnsieMble U Heynpasnsiemble);

- cpeacTBa agMUHUCTPUPOBAHNA CUCTEMbl 6e30MacHOCTU C YCTaHOBIEHHbBIM
nporpamMmHbiM obecneyeHnem npouecca agamuHuctpuposavms CB u  cuctemsl
pasrpaHMyeHnsa gocTtyna k 06opyaoBaHMO M MHOPMALMOHHBIM pecypcamM CUCTEMBbI;

- CepBep XpaHeHMs faHHbIX, 060pya0BaHHbINA YCTPOUCTBaMM
XpaHeHuss M pgocTyna K 6Gasam [aHHbIX MHMOPMALMOHHBLIX PEeCcypCcoB CryXObl
6esonacHocTn npeanpuaTua c A0CTaTOYHbIMMN €MKOCTbHO namaTu,
NPOM3BOAUTENBHOCTLIO, OJSIMTENBHOCTBID BPEMEHW XPaHEHUS apXMBOB [OaAHHbIX
(nctopum  cobbiTn) ©n  0bpaboTkMm 3anpocoB nonb3oBaTesiel Ha MNOUCK U
npeacTaBneHre AaHHbIX A8 NPUHATUS PeLleHUi; UMEKLWNn JOCTaTOYHbIN 00beMm
namMaTM Ana ANUTENbHOTO XpaHeHUs OaHHbIX MoHuTopuHra CB npeanpustus, u
Npon3BOAUTENBHOCTbL, 06ecneyvmBatoLLyo TpebyeMyto CKOpoCcTb 06paboTkn 3anpocos
nosib3oBaTeneu,

- pabo4yne mecta onepaTopoB CUCTEMbI, 0becnednsaroLmne padboTy B
NOKanbHOM KOMMbIOTEPHOW CETU NpPeanpuaTus ¢ 3agaHHbIM YyPOBHEM [OCTyna K
obopyposaHuto  MMMCMuOBIT wn  cpeactBam  KOSMNEKTUBHOMO  (rpynnoBoro)
oTobpakeHns nHpopmaumm;

- yaaleHHble pa60q|/|e MeCTa BHELUHNX 3apermCTpnpoBaHHbIX nosib3oBaTenemn
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cucTembl, 06opyaoBaHHbIE CTaLUMOHAPHbLIMU UM MOBUIbHBIMU UT ycTponcteamu,
MMEerLWUMM  OOCTYyN B JflOKanbHble M KOpnopaTtuBHble CETU W OCHALLEHHble
NPUIIOXEHNAMU  ANa JocTyna K nHgopmaumoHHbiM pecypcam MACMunOBI.

8.1.2 B coctaB 6a30BOro 0OTpacneBoro Ui permoHanbHoro (MyHMUMNanbHOro)
npodpunsa MMCMunOBIT pekomeHayeTcs BKIoYaTb KOMMOHEHTLI, yKa3aHHble B oopme
onucaHusa cTpykTypbl 6asosoro npodpuna MMCMnOBIT, cornacHo npunoxeHuto B.

8.1.3 Cocrtas, uncno n xapakrepuctukm cpeacts MMCMuOBIT ans KOHKpEeTHbIX
0ObEKTOB onpeaensalT Mo pesynbrataMm OLEHKN YPOBHA 3alUMLLEHHOCTM OOBLEKTOB
NpeanpuaTUa M TEXHUKO-IKOHOMMYECKOr0 OOOCHOBaHMS NpPOEKTa OCHAaLLeHUs

obbekToB npeanpuaTtna cpeactesamm UKT obLiero 1 cneunanbHOro Ha3HavYeHus.
8.2 besonacHOCTb UH(pOPMALIMOHHBLIX pecypcoB

BesonacHocTb MHPOPMALIMOHHBIX ~ PecypcoB NMNCMunOBIN, PCUAL,
onpegensieTcs coctosiHneM 3awmieHHoctn VPIT oT pasnuyHbiX yrpos, u B utore -
CrMOCOBOHOCTBI0 06ecneyYnTb KOHKPETHOMY 3apermcTpMpoBaHHOMY MOSb30BaTENO
AOCTYMNHOCTb, LENMOCTHOCTb M KOHmaeHumanbHocTb Tpebyemon wuHpopmaumn B
cucTeMe B COOTBETCTBUM C €ro (PYHKUUAMU, KOMMETEHTHOCTBIO U YPOBHEM JOCTYyNa K

pasgenam pacnpegeneHHon 6asbl gaHHbIX UPTT.
8.3 TpeboBaHMA K NOCTPOEHUIO cCeTen nepesaym AaHHbIX

BasoBoe nporpammHoe obecneyeHne CUCTEM CBA3N  LOMMKHO  ObITb
OPVEHTUPOBAHO, B MEPBYIO ovepeab, Ha cobnogeHne TpeboBaHUI COOTBETCTBYOLLNX
MeXOYHapOAHbIX U HAaUMOHAsbHbIX CTaHOAPTOB.

Knto4yeBbIM KOMMOHEHTOM, CBA3bIBAOWMM Yy3fbl CETU MNepefavv AaHHbIX,
ABNSAETCA BMA WUCMONb3yeMOW CBA3M, KOTopaa obecneuvBaeT nepepady Tpadwuka
Mexay yanamu. [Ans opraHMsaumm nepefayun gaHHbIX Mexay y3namu pekomeHayeTcs
ncnonb3oBaTth crefyolmne Buabl KaHanos U crnocoboB CBA3MN, :

-BblJENIEHHbIE NIMHUM  CBA3WM — ONTUYEeCKMe wunuM MegHble kKabenn u
pagMoyacTOTHbIEe KaHarbl, COeQMHSAoLWME y3rbl CETU 3aKa3qnka;

-BblAE€MNEHHbIE KaHanbl [aHHbIX — KaHanbl [faHHbIX MpegocTaBnsiemMble
onepaTopoM CBsI3VM NMOBEPX CBOEW CeTU nepepayn faHHblX, Hanpumep: ATM (PVC);
E1/E3/STM-1; Ethernet VLAN, coeamHenHme Ha 6ase «rpynnoBoro» [OCTyna,

Hanpumep: IP VPN, obmMeH gaHHbiMu no TexHonorum VPLS (cnyx6a BupTyanbHON
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YaCTHOM  NOKanbHOW CceTW), C aSMmynduuen pacnpegesieHHonM  foKalibHOM
BbI4MCNUTENBHOW CETU NOBEPX CETU OnepaTopa;

- rnobanbHas ceTb «MIHTEPHETY.

[MprMeHsaeMble Npy NOCTPOEHUN CETU nepeaayvn AaHHbIX NPUHUMUMBLI WKudpaLmm
N pacnpegeneHus Tpaduka, UCNONb30BaHUS MEXCETEBbIX 3KPaHOB, MpoBeaeHUs
paboT Cco cpeacTBamMn BbIMUCIUTENBbHON TEXHWKW, [OOSMKHbI COOTBETCTBOBATb
TpeboBaHNSAM POCCUMCKOrO 3akoHoAaTenbCTBa W PYKOBOASALIMX OOKYMEHTOB
[ocynapcTBeHHOM TexHUYeckon komuccum npu MNMpesngeHTte Poccuiickon depepaumm

n ®egepansHon cnyx6bl MO TEXHUYECKOMY N SKCMOPTHOMY KOHTPOSHO.
8.4 TpeboBaHMA K NOKa3aTensMm KayecTBa

8.4.1 ®opmupyemble TpeboBaHua k kadectsy MWCMuOBIT pomkHbl 6bITb
HanpaBneHbl Ha [OOCTWXKEHME UeneBbiX MoKasaTenen HasHavyeHust CUCTEM npwu
OrpaHMYeHmnsIX Ha AoNyCcTUMble 3aTpaTtbl U NPUEMIIEMbIN ypoBEHb Be3onacHoctn UP.
CteneHb peanusaumn uenen dyHkunoHnposaHus WNCMuOBIT onpegensioT B
3aBMCUMOCTU OT COBOKYMHOCTU OOBEKTMBHbIX W CYOBLEKTUBHbIX (PaKTOPOB,
BO3AENCTBYHOLLMX Ha MPOLECCHl NPUHATUS PELLEHNA O X co3fgaHum (mogmdmKaumnm
n/vnn pekoHCTpyKuun n obHosneHun). Knaccudukaumss gaHHbIX PaKTopoB — MO
MOCT P 51275.

B coctaB TpebosaHui k kadectsy MMCMuOBI1 B uenom n otgenbHblx MTK un
MMK gomkHbl 6bITb BKIOYEHBI CriegyoLme:

- K HAOEXHOCTN, CBOEBPEMEHHOCTM M AOCTYNHOCTM NpeacTaBneHus
MHOPMaUUKN ONA pasfUYHbIX KaTeropum nepcoHana aKCnnyaTauMoOHHbIX CyX6 u
BHELUHUX Nosib3oBaTenen;

- K MONIHOTE U 4OCTOBEPHOCTU NCMOMb3yeMON MHOPMALMN HA MOMEHT NPUHATUSA
peLleHnin unn 3a 3agaHHbl nepuog;

- K 3aLLUMLLIEHHOCTM CUCTEM XPaHEHNSA MHPOPMaLIMOHHBLIX pecypcoB oT HC un
KOHMAEHUManbHOCTU NHopMaLnu;

- K cocTaBy, PyHKUMAM nepcoHana cnyx6 skcnnyataunn MMCMnOBI 1 oueHke
NX KOMMNETEHLUWM;

- K CHXKEHNIO BEPOSATHOCTU OLUMOOYHBIX AENCTBUN AOSMKHOCTHbBIX NUL U

3aLLUNLLEHHOCTM 0O6BEKTOB OT ONAaCHbIX nporpaMMHO-TEXHUYECKNX BO34ENCTBUN.
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8.4.2 [Onsa obecneyeHus Tpebyemoro kavectBa WWNCMuOBIT ponxeH
OCYLLEeCTBNATbCA COOpP  KONMMYECTBEHHOW W KA4YeCTBEHHOW WHGOpMauuM o
HeobXoaAMMbIX M [OCTATOYHbIX MapamMeTpax W  XapakTepucTukax AeucTBUm
AOIMKHOCTHbIX Nnuy B cucteme. [oHATME owmnbkn OomkHO ObiTb onpedeneHo B
aKcnnyataumoHHOM OOKyMeHTauum ans Kaxxgon KOHKpETHOM 3agaum
MHJOPMAaLMOHHOW CUCTEMbI B 3aBMCUMOCTU OT LIeNEeBOro HasHavYeHUs nHopMauuu.
MoHATne 6e30WnboYHOCTN OENCTBUN LOMMKHO perfnameHTMpoBaTbCA Ha YpPOBHE
TpeboBaHW  JKChfyaTauMOHHOMW AOKYMEHTauuMm, B TOM YUCNE WHCTPYKLMM
AOIMKHOCTHBIX JNLL.

8.4.3 lNokasaTenu kayecTBa, onpeaensoLme YypoBHN LLENOCTHOCTN KPUTUYECKN
BaXHbIX OOBEKTOB MOHUTOPUHIa NpeanpuaTuda, OOMKHbI ycTaHaBnuBatbCcd B T3,
OLEHMBATBCA U YTOYHATBCA NPU MPOEKTUPOBaHUU, a TakkKe KOHTPONMpoBaTbCs B
pexume pearnbHOro BpeMeHu ¢ nepmoaomM onpoca B 3aBUCUMOCTU OT MHTEHCUBHOCTH
BXOHbIX NMOTOKOB [aHHbIX.

PekomeHgyemass HoOMeHknatypa nokasatenen kadectea WACMuOBIT wu

6a3oBbIX (byHKLI,I/IOHaJ'IbeIX KOMMNOHEHTOB npueeaeHa B Tabnuue 2.
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Tabnuya 2-PekomeHayemas TunoBasi HOMEHKNaTypa MnokasaTenen kKayectsa

C*)yHKLI,I/IOHaJ'IbeIX KOMMNOHEHTOB

Xa paKTepnctnka Ka4ecrtBa

OcHoBHOW NoKasaTenb KadecTBa

npeacraBneHus tHdopmauum
O COCTOSIHUM OOBEKTOB
MOHUTOPWHra,
npenocTaBnsieMomn no

pernameHTy unu 3anpocy

PYHKLMOHNPOBAHNA dyHKUMOHUpoBaHUA komnoHeHtoB MMCMuOBTT, ans
KOMMOHEHTOB KOTOPbIX AO/MKHbI OblTb 3afaHbl 4OMNYCTUMbIE 3HAYEHUSA
CpepnHss HapaboTka obbekta Ha oOTkas unum cbon
THap.
CpenHee Bpemsi BoOcCCTaHOBIieHUMsi OobbekTa nocre
HapexHocTb

oTkasa obopyaoBaHus, YenoBeka-onepaTtopa unm cbos
nporpamMmmHoro obecneveHunst Tgoc.
KoadhdmumneHT rotoBHOCTM 06bekTa K.
BepoaTHOCTb HageXHOro npencTaBreHnst BbIXO4HOM
PHan.

PYHKUNMOHNPOBAHUS Taap,

nHdopmauun B TeYyeHuMe 3aJaHHoro nepvoaa

npencraBneHns HopmMauum
O COCTOSIHMM OOBLEKTOB
MOHUTOPUHra Unu
BbIMNOSTHEHUM 3aaBaeMbIX

TEXHOJTOTN4YEeCKMNX onepau,mﬁ

nonb3oBaTens
BepodaTtHoCTb HaOeXHoro BbINOSIHEHNS
TEXHONornMyeckux onepaum P,,, B TevyeHue 3a4aHHOro
nepvoaa pyHkumoHmpoBaHusa C Tuap
CBOeBpeMeHHOCTb CpenHee BpeMa peakumm cuctemsl npu obpaboTke

3anpoca w/wunu poBedeHun UHopMaunmn  Toopn. WNK

BEPOSITHOCTb CBOEBPEMEHHOM 06paboTkn MHGOopMaumm
Pcs. 32 3aaHHOE BpPeMSAT sy,

CpeoHee BpeMms BbIMNOMHEHUS TEXHOMOrMYECKOM
nnm

BEPOATHOCTb BbINMOJTHEHNA

onepaunn  Tronu.
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TEXHONOMMYeCKon onepaunn Pcs. 32 3agaHHOe BpeMFlT;;ag

MonHoTa ncnonbsyemomn

MHJ OPMaLUKM O COCTOSAHUMU

00OBEKTOB

BeposiTHOCTb obecneyveHnsi NONMHOTLI ONepPaTUBHOMO
OTPaXXeHWs1 HOBbIX pearlbHO CyLLEeCTBYHOLWMX OOBHLEKTOB U

ABMEHUA NpegMeTHON 0b6nactn Prony.

AKTyanbHOCTb

ncnosib3yemMon nHopmaumm
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OkoHyaHue mabnuubl 2

XapakTepucTtmka kayectsa
PYHKLMOHNPOBAHNA
KOMMOHEHTOB

OcHoBHOW nokasaTerb kayecTBa
YHKUMOHUPOoBaHUsA komnoHeHToB MMCMunOBIT, ans
KOTOpPbIX AOSMKHbI ObITb 3a4aHbl 4ONYCTUMbIE 3HAYEHUS

KoppekTHoCTb 06paboTku

BeposiTHOCTb NOMyyYeHUs1  KOPPEKTHbIX|

PKopp.
pesynbTatoB 00paboTkM WHopMauun 3a 3adaHHoe

MHopMauun
BpeMs Taa,,
BepoATHOCTbL coxpaHeHus KoHMAeHUManbHOCTU
KoHpmnaeHumanbHOCTb
nHpopmauun Py, B TEYEHWE 3afaHHoro nepuoaa
MHopMauun

KOHUAEHUMANbHOCTU Tioug.

Be3owmnboyHocTb AencTBUm
nepcoHana n gOMKHOCTHbIX

nm,

BeposTHOCTb 0e30WnboYHbIX OEeNCTBUN
NOIMKHOCTHLIX NUL Puen, B TEYEHME 3adaHHOro nepuoga

PYHKUMOHNPOBAHUA Taqy

3alluLLeHHoCTb OT
onacHbIX NPOrpamMmmMHo-

TEXHUYECKUX BO3OENCTBUN

BepoaTHOCTb OTCYTCTBMA ONACHOro BO34EeNCTBUS
Peospn. B TEYEHWE 3a4aHHOIO nepuoaa

yHkumMoHMpoBaHusa NC Taay,

3awmweHHocTb oT HC[I

BeposaTHOCTb COXpaHeHus 3alMLEeHHOCTU OT
HCO wvH(MpOpMaUMOHHBIX N NpPOrpamMMHbIX PECYPCOB -

Phcn

8.4.4 MeToapl,

nopAaaokK

n npasuna oOuUeHKNn W KOHTPOJIA KadecCcTBa

dyHKumoHupoBaHus ANC [OOMKHbI yCTaHaBNMBATbCA MO COrMMacoBaHMIO Mexay

3aKa3ynkoMm U paspaboTynkom (MOCTaBLLUMKOM) B 3aBUCMMOCTM OT cneumdukm

cosgaBaeMou (MOCTaBMSIEMON) CUCTEMBI C YH4ETOM CNEUUdUKN CUCTEMbI U NPUHATBIX

y 3aKas4ymka HopMm, npasus n TpebosaHuni.

[nsa OuEeHKM M KOHTPONsA nokasaTenen kadectBa yHKumMoHupoBaHusa AUNC

pekomMmeHayeTcd Ncnojib3oBaTb TUMOBbLIE METOAUKN, KOTOPbIMU OOJTKHbI pacnonaraTtb

pa3p860T‘-II/IKI/I, 3aKa34ynkmn cuctem, opraHbl no CepTI/IC*)I/IKaLI,I/II/I N ncnbiTateribHble

nabopatopun.
cneunduKkn  CUCTEMBI,
TpeboBanun NOCT 34.603.

8.5
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HagexHocte MMCMuOBIT gomkHa 6biTb obecneyeHa Ha OCHOBeE crieumanbHbIX
TEXHOSMOMMYEeCKNX pelleHnn, obecneymsBaromMx OTKa30yCTOMYMBOCTbL Haubonee
otBeTcTBeHHOro obopyaosaHna MNCMuOBIT. Cpok cnyxbbl MNCMuOBIT pomkeH
ObITb He MeHee 7 NneT C Yy4eTOM 3aMeHbl HeucrnpaBHbIX U BblpaboTaBLUMX CBOW
pecypc KOMMOHEHTOB. [apaHTUMHbIN CPOK Ha paboTbl NO OCHALWEHWo, Ha
yCTaHOBMEHHOe obopyaoBaHME M MCMNONb30BaHHble MaTepuanbl AOMKEH ObiTb He
mMeHee 12 mec.

CpegHee Bpems HapaboTkn Ha oTka3 obopynosaHna MMCMunOBI - He meHee
10000 u.

8.6 Tpe6oBaHuA 6e3onacHOCTH

8.6.1 Yctponctesa MMCMuOBI, yctaHaBnnBaemble Ha ob6bekTax npeanpusTumn,
He OOMKHbl OKa3blBaTb BPEAHOr0 BO3AEWCTBMSA Ha NepcoHan npeanpuatnsa n gpyrux
noaen, UMerLLnX OCTyN Ha TeppuUTopuio obbekTa.

8.6.2 YcraHaBnvBaemoe Ha oOObekTax npeanpuaTuini obopygoBaHue OO0SHKHO
CcOOTBeTCTBOBATb TpeboBaHWAM  3nekTpobe3onacHOCTM W UMETb  YCTPOWCTBO
3a3eMneHus B cootsetcTBum ¢ NY3 «lNpaBuna ycTponcTBa anekTpoyCTaHOBOKY .

8.6.3 Ob6opynosaHne MMCMunOBIT 1 ncnonb3yemble pacxogHble mMaTtepuanbl
ANS  3Kcnnyatauuu  OOSMKHbl - COOTBETCTBOBaTb  TpeboBaHMAM  OEeWCTBYHOLMX
HOPMAaTMBHbLIX JOKYMEHTOB MO OXpaHe Tpyda, a Takke TpeboBaHUSM MO 3MEeKTPo- U
noxxapHorn 6e3onacHoCTM.

9 TpeboBaHUsA K hyHKLMOHANbHbLIM KOMMOHEHTaM U TUNOBbLIM NMPOEKTHbIM

peweHnAaAm MHTerpMpOBaHHOﬁ MHTeﬂﬂeKTyaanOﬁ CcCuctemMbl

MOHUTOPUHIa u obecnevyeHns 6e3o0nacHOCTH npenanﬂTMﬁ

9.1 Cuctembl U cpeacTBa OCHOBHbIX (PYHKLMOHANbHbIX KOMMNOHEHTOB

B ob6wem cnydyae B COCTaB OCHOBHbIX (*)yHKLWIOHaJ'IbeIX KOMMNOHEHTOB

NMNCMunOBIT gomkHbl BXOAUTb Crieaytolime CUCTeEMbI U CpeacTsa:

- NnokarbHble cUCTeMbl cOopa OaHHbIX O COCTOSIHUM OOLEKTOB, OnepaTUBHON
06paboTkn MHOPMaLUN 1 yNpaBneHns UCNOMHUTENbHLIMU MeXaHu3MaMmn (GaTyYnKu

M npeobpasoBaTenu CUrHanoB CUCTEM XM3HeobecrnedeHus, BUAEOKaMepsl,

43



IrocTp

KOMMYTaTOpbl U perucTpaTopbl, CpeacTBa KOHTPONSA AOCTyna, OXpPaHHOM U NoXapHOW
CUrHanusauuMss 1 OroBelleHuss ap.), KOTopble C  MNOMOLLbH  LMdPOBOro
BMAEOHabNOAeHNst OOMKHbI OCYLLECTBNATL OTOBpaxeHue, geTannsaunio pasnmyHomn
cTeneHn, a npu HeobxoanMmocTn [o06aBNATbL MM HaknagbiBaTb BUAeon3obpaxeHune
Ha OObeKkTbl B TPEXMEPHOM MNPOCTPAHCTBE C MPUBA3KOM WX K reorpadouyeckmm
KoopAanHaTam.

- cpeacTBa aBTOMaTM3MPOBAHHOMO npoekTupoBaHna 3D mogenen sgaHuin u
COOpPYXXEHWU, MNOAroTOBKM MNflaHOB OOBLEKTOB W pasmelleHns obopyaoBaHUA Ha
obbekTax anga otobpaxkeHns obbekTa n Bcex ero cucteM 6e3onacHOCTU M KOHTPONS
Ha MHorocrnonHbix 3D kapTax, 00beguHAs WX B €OUHY FeOUMHGOPMAaLMOHHYIO
CUCTEMY, NMO3BOSMSAIOLLYI0 NPOBOAUTL CUTYAUNOHHBIA aHann3 o6bekToB U TEpPPUTOPUN
C BO3MOXXHOCTb0 0OTOBpaxeHusi Bo BpemeHu (4D).

- cpegctBa  koMnnektaumm  obopyaoBaHMsi,  OLEHKM  COBMECTMMOCTU
NHTepdEenCcoB, NHTErpaumm, UHCTaNNSaUMM, TECTUPOBAHUSA U HACTPOWKM Ha YCrioBUSA
KOHKPETHbIX 0ObEKTOB.

- cpefcTBa opraHM3auumn KOMMYHUKaLUNA U BUAEOKOHGEPEHLICBA3MN.

- cpeactBa  uaeHTUMKaumm  nonb3oBaTenen, KOHTpons  goctyna B
KopnopaTtusHble ceTn ¢ HoyTbykoB, KIMK, coToBbIx TenedoHoB 1 Ap.

- cpeacTtBa XpaHeHus MHdopmMauumn (cobbiTUA, TEKCTbl, BUAEOU30OpaKeHus,
ronoc, n ap.) 0 COCTOAHNN OOBLEKTOB.

- cpeactBa BedeHuUst reoMHOpPMauUMOHHbLIX 6a3  AaHHbiXx  obwero u
crneumanbHOro HasHavYeHus.

- cpeactBa MAeHTUMUKAUUN BHYTPEHHUX U BHELIHMX COObLITUA - WHUWOEHTOB
yrpo3 6e30nacHOCTU UM OLEHKM PUCKOB HapyLEeHUs LEeNIOCTHOCTU OOBLEKTOB,
MPOLIECCOB N PECYPCOB NpeanpuaTus.

- cpencTBa BedeHusi peecTtpoB 06OpyAOBaHUA M PecypcoB pacnpedeneHHbIX
cnyx06 TexHM4YecKoro 06CnyxmBaHnsa TeppUTopManbHO pacnpeneneHHbiX 0ObEKTOB.

- cpeactBa MHMOPMaUMOHHOW NOAAEPXKKM OnepaTMBHOMO B3aMMOAENCTBUS
9KCNIyaTauMoHHOro nepcoHana OObEeKTOB C BHELWHUMW MNONb3oBaTeNsAMU U
cneucnyxb6amn pervoHos (MBL, MYC wn pgp.), BKkAwYasa cornaweHns o
B3aMMOAENCTBMN, OPraHM3aumMoOHHbIE W JNEKTPOHHbIE perfameHTbl, CTaHAapTbl U

dopmatbl 0bMeHa JaHHbIMU B NOKanbHbIX U roGanbHbIX ceTsax OBM.
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KoHkpeTHbI cocTaB M (pyHKunn komnoHeHToB MWCMuOBIT copmupyoT ¢
y4eTOM Ha3HayeHUsi CUCTEMbl MOHUTOPUHra npeanpusaTuii U Tepputopuin Mo

Kputepmnam «3dpdeKTUBHOCTbL — 6€30NacHOCTb - CTOUMOCTbY.
9.2 OO6wue TexHn4yeckme TpedbosaHus kK UUCMuOBI1

9.2.1 B cocTtaB 06Lwwmx TexHnyeckmnx tpedosaHmin Kk UMMICMunOBIT gomkHbl
BXOAUTb:
-TpeboBaHUA K CTPYKTYpe N PYHKLMAM CUCTEMDI;
-TpeboBaHUA K KOMMOHEHTaM M Buaam obecneyeHust (opraHm3aunoHHO-
MeToamnyeckoe, MHPOPMaLMOHHOEe, MaTeMaTUYEeCKoe, TEXHUYECKOe, MPOrpaMmMHoOe);
-TpeboBaHNA K HAAEXHOCTK;
-TpeboBaHusa Ge3onacHoCTy;
-TpeboBaHUA K 3ProHOMUKE;
-TpeboBaHuA K aKcnnyataumm, TEXHUYECKOMY OOCNYXMBAHWUIO, PEMOHTY WU
XPaHEHMIO KOMMOHEHTOB CUCTEMbI;
-TpeboBaHMA K COCTaBy YMCMNEHHOCTM W KBanudwukauum nepcoHana
pa3paboTynKoB 1 nonb3oBaTenen CUCTEMBbI;
-TpeboBaHus K 3awuTe NHPOPMALMOHHbIX pecypcoB oT
HEeCaHKLMOHNPOBAHHOMO A0CTYNa;
-TpeboBaHUA K NATEHTHON YNCTOTE;
-TpeboBaHuA No cTaHAapTM3aLMK U yHUdrKauuu,
-AononHuTenbHble TpeboBaHUs, yunTbiBaoLWme cneynduyeckme 0CobeHHOCTH
npeanpuaTus.
9.2.2 OyHKUMOHAmbHbIE KOMMOHEHTbl [LOMMKHbl ObiTb OPMEHTMPOBAHbLI Ha
npumeHeHne B npoektax MMCMunOBIT TMNoBbIX NPOEKTHBLIX PELLEHUIA:
- OpraHn3aunoHHO-MeToaMYeckoe obecneyeHne cucTem;
- apxuTekTypa OYHKLUMOHamNbHbIX KOMNOHEHTOB;
- YHU(pULMpPOBaAHHbIE NHTEPJIENCHI;

- YHUpMUMpPOBaHHbIE LWKadbl KOHTPONS M yNpaBreHus.

9.3 TpeboBaHMA NO MoAepHM3aLUM NpPOrpamMMHOro oGecnevyeHMs U no

yAaneHHoMy [OCTyny K Hemy
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9.3.1 [na Bcex YCTPOWCTB AO/MKHA ObiTb NpeaycMoTpeHa BO3MOXHOCTb
moaepHusauum MO..

9.3.2 [na ycTpoWCTB pacnpegeneHHon cetn pJomkHa ObiTb obecneyeHa
BO3MOXHOCTb yaaneHHoro poctyna k [10 Cb, a Takke K YynpaBneHuwo
obopynoBaHueM No cetTu ¢ nogaepxkom nHtepdgernca RS—485, akceccyapos Ha 6ase
USB 1 HM3KOCKOPOCTHOM TEXHOMNOMMYECKON WnHbl 1-Wire.

9.3.3 CunoBble KOHTponnepbl anekTpuyecknx uenen (4o 220B/16A) AOMKHbI
obecneynBaTb yganeHHoe yrnpaBneHne nuTaHnem oOOpyaoBaHWA W pecTapT npu
BO3HMKHOBEHMM OTKa3oB obopygoBaHusi, cboeB B [10,, a Takke Takue
WHUUManNU3auuio  3anpocoB  Ha  BbIMOSIHEHWE OTBETCTBEHHbIX onepauui  no
BOCCTa@HOBMEHNIO paboToCnOCOOHOCTM M 3aMeHe nporpaMmHoro obecnevyeHus Ha
ynpaensemomMm o6opyaoBaHuu.

9.3.4 WHTepdencHble Moaynu W BHELHWME akceccyapbl AN yaaneHHoro
yrnpaBneHnsa KoOHTponnepamu ynpasneHns obopyaoBaHueM, cneumanmampoBaHHbIMN
nokanbHbIMKM CepBepamMu, MapLupyTu3atopam W KOMMyTaTopamu npeaHasHadeHbl
AN HEenocpeAcTBEHHONO MOHUTOPMHIa U ynpasneHust usndeckumMmmn napameTpamm
(TakmmMn Kak TOKM, aKT 3aMblkaHUA WAW pa3MblKaHUSA 3MIEKTPUYECKON LEnM,
HanpsbkeHus, Temneparypbl U T. N.) 1 obecnevnBaTb KOHTPOSb

- cpabaTbiBaHWS NOXapHbIX, OXPaHHbIX W OPYIMX aTYNKOB COCTOSHUSA CUCTEM
XnsHeobecneyeHnsi, KOHLEBbIX BbIKNOYaTeNem u OpyrMx [OBOWYHbIX [AaTYMKOB
noboro poaa;

- Hanuume HanpsXXeHusi NTaHna (B ABOMYHOM BUAE — «Aa/HeT»);

- HanpsbkeHus Ha pe3epBHbIX aKKyMyrnsaTOpHbIX GaTtapesx (B aHarnoroBom
BUae);

- TemnepaTypbl OKpyXatowen cpedbl U OTAENbHbIX 3NIEKTPOHHbLIX YCTPOWCTB
Ha obbekTax B MecTax yCTaHOBKM 060pyaoBaHWS;

- COCTOSIHUA CUrHaNbHbIX «CYXMX KOHTAKTOB» Ha TENeKOMMYHUKaLVWOHHOM

obopynoBaHuu.

9.4 q)yHKLIMOHa.ﬂbeIe BO3MOXHOCTU BbIXOOHbLIX KOHTPOJNJIEPOB U

CUNOBbLIX pene
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BbixogHble  KOHTpOMnepbl M CUMOBble pene AofkHbl obecnevvBaTtb
yripaBneHne 3neKkTpuyeckuMn Lenamm noboro  Tuna W Ha3Ha4vyeHusl, Kak
CcNaboTOYHbIMU, TaK U CUITOBbLIMU, B TOM YUCre:

- BKIKOMaTb CUrHasbHble Tabno, cMpeHsl, brnokMposaTtb ABEPU U T. M.

- nepesarpyxaTtb  npobnemHoe  obopynoBaHue, pacnonoxeHHoe B
HenocpeacTBeHHOM 6nu3octn oT yctponctBa NSG, nytem 3ambikaHUsA ero uenewn
RESET vnn POWER;

- IPUHYOMTENBHO  nepesarpyxatb npobrnemHoe obopygoBaHWe  nyTem
npepbiBaHNS €ro uenu aneKkTponuTaHus;

- nocrnegoBaTtesnibHO  BKAoYaTb obopygoBaHME B TENEKOMMYHUKALMOHHBIX
y3nax C 3afaHHbIMW 3agepXkkamu, usberasa neperpys3ok nutaHus npu obiem
€JMHOBPEMEHHOM CTapTe;

- ynpaBenaTb CUCTEMaMM PE3EPBHONO ANEKTPONUTAHUS;

- ynpaendTb cuctemMamMmum oTonsieHnda 1 KOHOAMUMOHNPOBaAHNUA LlJKa(*)OB.

10 TpeboBaHMA K opraHusauuMu pacnpeneneHHom CeTU pernoHanbHbIX
CUTYaLUMOHHbIX U WH(pOPMALUMOHHO-aHANMUTUYECKUX LEHTPOB MOHUTOPUHra

COCTOSIHUSA LLIeNNOCTHOCTU O6BHLEKTOB M 6€30NacHOCTU TeppPUTOPUN

Ocobasi ponb npu paspabotke TexHonormn co3gaHus PUCMO oteoguTcs
dopmupoBaHuio mogenen obpaboTkn cobbITUN M Npouenyp NPUHATUSA peLleHun B
CUTYaLMOHHbIX LEHTpax npeanpuatnin. [1eatenbHOCTb COBPEMEHHLIX MPeanpuaTUN
BO  MHOIOM  Onpegensietca  COCTOSIHMEM NHPPACTPYKTYp  TEppUTOpPUN,
MCMONb30BaHNEM pPECYPCOB 3eMIenorfb30BaHUs, 3HEpProcHabXeHusi, TpaHcnopTa,
KOMMYHarbHbIX CyX0 ropoga u gpyrumun npoueccamv B3anMOAENCTBUS C BHELUHUM
OKPY)XEHMEM W B3aUMOBMUSHMEM Ha COCTOAHME 0Ee30NacHOCTU WHXEHEPHON WU
couManbHOM  MHMPaCTPYKTYpbl PervMoHa, 9KOMOrnM4yeckonm, MNPOMbBILLSIEHHON W
obLecTBEHHOM M WHbIX BMAoOB ©esonacHocTu. [lpumep 06006LleHHON CXeMbl

B3anmopgenctana MMCMuOBI1 B pernoHe npuseneH Ha pucyHke 3.
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BoamylweHna BHelwuHel cpedbl M yTpo3bl LENOCTHOCTH U Be3onacHOCTM 0BLeKT OB

¥ v

¥
OBbekT 3awuTtel 1 Cnyx0el
o [ OBae s N [ s
NpeanpuATHA i I/IthpaCprlfryea UH3HEHEPHBIX I Hggﬁ%ﬁ:ﬁﬂ
Y KOMMYHWUKaUWi NpegnpuaTiA
lNokaneHble cUCTEMBI NokankHele cUcTeMel
MNoctawwmkn MKT || ynpaBnexnA obkexkTamm ynpaenexus obbektamu | | Cnyx0el
W CpeacTB obecneyeHns
MHHEHEPHOI + * oDLecTBeHHON
33l MTEl 0GLEKTOB HesonacHocTH
|| WHTerpupoBaHHble MHTENNEKTYanbHble chcTeMbl obecnederns || peruoHa
KOMNeKkcHon GeonacHocT OOBLEKTOB M TEPPUTOPUIA NPERNPUATUA

Opratb| — PacnpegenesHbie CUCTEMBLI MOHMTOPUHTA COCTOAHMA 0OLEKTOB pernoHa — Cryx0bl
TEXHUYECKOro BOCCTAHOBN eHNA
perynupoBaHIA U LIeNOCTHOCTH
OLIEHKM f ) Y obLexToR U

COOTBETCTENA | | nocneacteuii HC

CuCTeMbl TEXHUYECKOTO OGCﬂy}KHBaHHFl W peMOHTa CpeacTB

WKT v uH:keHepHOM 3aWuThl 06LEKTOB

PucyHok 3 - O6o6weHHas cxema B3anmogenctems MMCMunOBI pernoHa

B wHMpacTpykType permoHoB (ropogoB W MyHMUMNANbHbIX 0Opa3oBaHUAX)
BbIAENAKTCA psg  ChneuvanvM3MpoBaHHbIX OpraHM3auui, OPUEeHTUPOBAHHbLIX Ha
pelweHne 3aga4y MOHUTOPMHra COCTOsIHUS 6e30MacHOCTU 3aKpenneHHbIX 3a HUMWK
rpynnbl O6bHEKTOB, B KOTOPbIX CO34at0TCA COOTBETCTBYIOLUME CUTYALMOHHbIE W
NH(POPMALNOHHO-aHaNUTUYECKMEe  LUEHTPbl N0 OTAErNbHbIM  HanpaBneHUsMm
(3HepreTuka, TpaHCnopT, obuwecTBeHHasi 6e30nacHOCTb, 3JKOMOrMs, NUKBMOALMS

aBapUHbBIX N Ype3BblYanHbIX CUTyauumn n ap.)
10.1 OpraHusauMoHHbIEe BOMPOCHI CO3a4aHuUsA

10.1.1 OpraHunzauusa pabot no cosgaHuio MMCMnOBIT gomkHa Bknoyatb B
ceba TMNOBYID CxeMy npoBedeHuss paboT Ha CTagusx XWU3HEHHOro UMKna
NMNCMuOBIT (cm. npunoxeHne A), cootBeTcTBoBaTh TpebosaHuam [OCT 34.601 u
cogepxaTb  HeobxoAMMbIM M OOCTATOMHbIN ~ Habop  MeToauYEeCKUX U
WMHCTPYMEHTanbHbIX CPEeACTB NPOEKTHONW KOMMOHOBKM 3aKasHbIX «MHAMBUAOYaNbHbIX»

CUCTEM MO OTKPbITbIM CI'IeLI,VI(*)VIKaLl,I/IFIM TpEﬁOBaHl/IVI ONnA KOHKPETHbLIX 3aKa34nKoB, a
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Takke cpeacrtBa  [OOKYMEHTMPOBaHUS MNPOEKTOB W MpaBuil  B3aMMOOEWCTBUS
Y4aCTHUKOB NPOEKTOB.

10.1.2T1pn opraHMsauuMm CceTeBOro B3aUMOAEUCTBUA YYaCTHUKU CETEBOTO
obMeHa [OMKHbI cornacoBaTb M MPUHATb COMMAaWeHUs No YPOBHAM M Tunam
9NEKTPUYECKUX CUrHaNoOB, KPUTUYECKMM pa3Mepam COOOBLLEHNA, METOA4AM KOHTPOMS
AOCTOBEPHOCTH. CornaweHnna [omkHbl OblTb NPUHATBI MO BCEM  YPOBHAM
B3aMMOOENCTBUSA, HauMHaa OT CaMOro HU3KOro - nepegada 6utoB mMHdoOpmaumm u
3akaH4yMBasi caMbiM BbICOKUM, peanusylowumMm obcnyxmBaHMe Nosib3oBaTerien CEeTW.
MexBeJOMCTBEHHbIN OOMEH AaHHbIMW AONsi MOArOTOBKM WU MPUHATUA PELUEHNA MO
MeponpusaTuam obecnevyeHnst 6e30MacHOCTM  cTpaTermyecknx wu  coumarnbHO—
3HAYMMbIX OOBLEKTOB W TEPPUTOPUA LOIMKEH BbINOMHATLCA MO COrfacoBaHHbIM
pernaMmeHTam, npotokoniam u dopmatam obmeHa AaHHbIMM B pacnpeneneHHom
NOSIMLEHTPUYECKON CETU  CUTYaAUMOHHbIX U MHAOPMALMOHHO-aHANUTUYECKUX
ueHTpoB Poccunckon cbegepaumm.

10.1.3 OpraHuM3aumnoHHO-TEXHUYECKME  pelleHuss no  Bblbopy  cpenbl
peanusauun, odbopyaoBaHna WKT obuwiero HasHayeHuUst B CUTYaAUMOHHbIX LEeHTpax
npeanpuaTUM, MyHMUMNanbHbIX 00pa3oBaHMM M PETMMOHOB LOMMKHbI obecneynBaTtb
B3aMmMogencTene BCeX HeobXxoauMbIX M AOOCTATOYHbIX nogpasgeneHnin u cnyxob
aKcnnyataumm obbEKTOB MOHUTOPMHIA U BOCCTAHOBMIEHUS LIENIOCTHOCTU OOBLEKTOB B
aBaPUNHbIX N KPUTUYECKUX CUTYyaLINAX.

10.1.4 OtoenbHble CUTYaUMOHHbIE LEHTPbl MOMyT cneuvannu3nmpoBaTbCa Ha
pelweHnn 3agad OLEHKM COCTOsSIHMS ©6e30nacHOCTU nepcoHana W HaceneHus,
obwecTBeHHON 6e30nMacHOCTK, 3KororMyeckon 6e3onacHOCTH, paguvauuoHHON W
XUMWYECKOWN 3alUnTbl, IHEPreTuku, TpaHCnopTa, MPOMbILUSIEHHbLIX MPOU3BOACTB U

TEXHOSOMMN, KOMMYHAIIbHOIo X03sIMCTBa U Ap.

10.2 TpeboBaHuss K o06paboTke CcOObITUM B pacnpeneneHHbIX

UHTEerpnpoBaHHbIX cCuctemMmax MOHUTOPUHIra COCToAHUA 06bKTOB

CobbiTve pomkHO ObITb  MPeAcTaBneHo Kak  3aMKCMPOBAHHOE  Ha
onpedeneHHblin MOMEHT BPEMEHW COCTOsSiHME BXxoasdulero, B obuwem cnydvae,
CNy4YanHOro HecTauMOHapHOro noTtoka AaHHbIX. OCHOBHbIMKM 3agavamu 06paboTku

TaKOro noTtokKka pAangd 06Hapy>KeH|/1$| n HeIZTpaJ'II/I3aLI,VII/I HeraTuBHbIX COBbLITUA U
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MUHUMU3aUMK yulepboB B OeATENbHOCTU NPeanpUATUSA N ero KIYeBbIX NpoLeccoB
ABNAOTCS:

- peructpaunsa cobbITnst 1 onpegeneHne NCToMHUKa coodeHnsa o cobbiTuu;

- BblAeneHne Npu3HakoB yrpo3 uU3 noToka;

- NaeHTUMKaUms TMna yrpo3 n BO3MOXHbIX NOCNEACTBUA pa3BUTUSA COBLITUSA

N UHUUMMPYEMBIX UM OENCTBUN

- oBbHapy>xeHne UCTOYHMKOB Yrpo3 C OOHOW CTOPOHbI U NEMEHTOB MPUHATUSA
peweHnn (B obwem criyyae nuy, NPMHUMAaOLWMX PELLEHUS, UNN MHTENNEeKTyarnbHbIX
YCTPOWCTB) B CUCTEMAX YyrpasrieHns NpeanpuaTnsa pasHoro ypoBHS;

- onpeperneHne pernameHTa ob6CcnyXnBaHMs COOTBETCTBYHOLLENO NOTOKA
AaHHbIX (COOBLLEHNIA, CUrHaNoB, 4OKYMEHTOB);

- ynopsifjoMeHne notoka cobbITin U opraHn3aumst aPEKTUBHOIO HAKOMEeHUs
NnoToKa cobbITuI (BegeHWe apxmBa UCTOPUKM COBLITUR);

- onepatmBHaa obpaboTka nocTynawoLwen UHgpopmauunm B COOTBETCTBUMN C
3apaHee onpegerneHHbIMK npasunamMmm o6paboTkn N NPUHATUSA peLLEeHUN;

- BTOpn4yHas obpaboTka MaccmMBOB pa3HOPOOHbIX CODLITUM U KOPPENSLMOHHBIX
cBA3en Mexay HUMK (MOUCK B3aMMOCBA3aHHbIX COObITUN, O6BbEKTOB U CyObeKTOB Ans
NPUHATUSA OONONHUTENBHBIX MEP, NITaHMPOBAHNUS MEPONPUATUN U OPYTMX AENCTBUN);

- NPUHATNE peLlEeHNN 1 POPMUPOBAHNE HEODXOAMMbIX aApPECHbLIX COOBLLEHNI
OS5 UX NCNOSTHEHMS.

11 TpeboBaHuA K 3awWmTe MH(POPMaLIMOHHBLIX pecypcoB NpeanpuUaTUn
M NpaBam AOCTyna nosfib3oBaTenen MHTErpUpPOBaHHON UHTENNEKTyanbHOM

CUCTEMblI MOHUTOPUHra n obecneyeHns 6e3onacHOCTU NPeanpPUATUS
11.1 Obwme TpeboBaHuA

11.1.1 Apxutektypa UMCMuOBI1 gomkHa npegycmatpmBaTtb Hanuudme [MTK,
obecneumBatoLiero HeobxoaMMbIN YPOBEHb 3aWmThl n COXPaHHOCTU
MH(POPMALUMNOHHBIX PEeCcypcoB NpeanpuaTna B ycnoBusx cboeB U OTKa3oB
nporpaMmHo-annapaTHbiX CpPeAcTB, BKYas cOOM B CUCTEME SMEKTPONUTaHUS.
YkazaHHbin [MTK MMCMunOBIT gomkeH obecneynBatb KOppPeKTHOE BOCCTaHOBIEHUE

pabotel MUCMunOBIT nocne cb6oes 6e3 noTepu AaHHbIX.
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11.1.2 B uensax obecneyeHns COXPaAHHOCTU WH(OPMALMNOHHBIX pPeCYpcoB
NMNCMnOBIT pgomkHo 6bITb B 06sizaTenbHOM nopsigke NpeayCMOTPEHO Hanuudme
PYHKUUN pe3epBHOrO KONMPOBaHUS AaHHbIX.

11.1.3 TpeboBaHus K A0NyCTUMbIM 3HaYeHusMm nokasarernemn
YHKUMOHMPOBAHMA U K OCHOBHbIM  XxapakTepuctukam AC  (HageXHOCTb,
GbICTpOOEeNCTBME, BO3MOXHOCTb M3MEHEHNSA KOHUrypauun) AomkHbl cobnogatbes
NPy NCNOMNb30BaHUM NPOrPaMMHO-TEXHUYECKMUX CPEaCTB 3alUnThl.

11.1.4 MMCMwnOBI1 pormkHa obecnevmBaTb KOHTPOMb 3EKTUBHOCTN CPEACTB
3awmtel ot HC[, «kotopbii MOXeT ObiTb nmMbo nepuognyeckmm, nuobo
MHULMNPOBATBLCA NO Mepe HeOBXOAMMOCTU NONb3oBaTeNieM UM KOHTPONMPYHOLWMMMK
opraHamu.

11.1.5 CpeactBa 3awuTbl MHEPOPMALMOHHBLIX PECYPCOB MNPEeanpuUATUn U
NH(POPMALNOHHO-aHANMUTUYECKMX U CUTYALMOHHbIX LEHTPOB [LOMKHbl BKIOYaTb B
ceba opraHM3aunOHHO-pacnopaguTenbHbIE  Mepbl, CpPeacTBa (u3nyeckon w
anekTpoHHon 3awmutbl no NOCT P 50739, TOCT P 50922, TOCT P 51275 B
3aBMCMMOCTM OT MeCTa pacnonoXeHuss OObeKkTa, KOHKPETHbIX YCIOBUM W
0COBGEHHOCTEN OOBLEKTOB MOHUTOPMHIA, pexuma ©0e30nacHoCTW, OEeWCTBYIOLLENO
BHYTPM OObekTa, Hanuums MHXEHEPHO-TEXHUYECKUX CPeacTB (PU3NYECKOM 3aluuTbl

HakonuTenewn gaHHbIX.
11.2 UpeHTndnkauma coobLieHnmn

CoobuieHnss 0 COCTOSIHMM OBBLEKTOB MOHUTOPUHIA C MOBbLILWEHHLIM YPOBHEM
yrpo3 6Ge3onacHoCTU (30Hbl OrpaHWYEHHOro AOCTyna B 3[4aHusl, COOPYXeHusl, Ha
TEPPUTOPUIO N MHCPOPMALMOHHbBIE PECYPCHI NPEANPUATUS U T. N.) OOIMKHbI coaepXaTb
cpencTtea aBToMaTtM4eckon LMAGPOBOM 3MEKTPOHHOM NoanucK, cepTnduumnpoBaHHble

YNONMHOMOYEHHbLIMU OpraHamu 1 cTpykTypamu PO.

11.3 TpeboBaHMA K HenpepbIBHOCTM UMKNa 3awuTtbl MHPOPMaALMOHHbIX

pecypcoB

3awmTa nHpopmaumoHHbix pecypcoB AC gormkHa bbiTb obecnedeHa Ha Bcex
TEXHONOrM4Yecknx atanax ob6paboTkn MHpopMaLnmn n BO BCEX pPeXMMaXx
PYHKLMOHNPOBAHMS, B TOM YMCne Npyv NPOBEeAEHNN PEMOHTHbBIX U perfnamMmeHTHbIX

pabor.
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11.4 Knaccudukaums ypoBHS 3alULLIEHHOCTH

Ana knaccugukaumm OOBLEKTOB MOHUTOPUHIA MO YPOBHIO 3aLULLEHHOCTH
NHPOPMALMOHHBIX pecypcoB OObekTa AOSMKHbl OblTb UCMONb30OBaHblI CreayoLlime
XapaKTEPUCTUKMN:

- NH(POPMaUMOHHbIE, onpedensoLlme LeHHOCTb MHpopmauuu, ee obbem 1
cTeneHb KOHPUAEHUNAnNbLHOCTHN, a Takke BO3MOXHble MOCNeACTBUSA HENPAaBUIBHOIO
PYHKLUMOHNPOBAHUSA U3-3a UCKaXeHUs (noTepun) nHpopmaunu;

- OpraHM3auMoHHble, onpeaensoLme NONMHOMOYUS Nofb3oBaTenen;

- TEXHOnormyeckue, onpeaenstowme ycnosmst 06paboTkun nHpopmaumm,
Hanpumep, cnocob o6paboTkn (aBTOHOMHbLIN, MYNBTUNPOrPaMMHbIA U T. A.), BPEMS
LUMpKYNsaumn (TpaHauT, XpaHeHue 1 T. 4.), Bua AC (aBTOHOMHas, CeTb, CTauMOHapHas,

NnoaBWXKHAasA U T. A4.).
11.5 Cnoco6bl 3aWuThbl MH(POPMaLMOHHLIX PpecypcoB

O6ecnevyeHne  3awmtbl  MHGOPMaAUMOHHLIX  pecypcoB  MNCMnOBI
ocyLecTBnseTcs:

- CP] nonb3oBaTenen kK o6opyaoBaHuio, MHPOPMaLIMOHHBLIM pecypcam 1
nporpaMmMHbIM cpeacTeaM ob6paboTku AaHHbBIX, OTOBPaXXEHNA N NPUHATUSA PeLLEHNN;

- peanusauuen npasun pasrpaHNYeHns OCTyna K YCTPOMCTBaM Co3aaHns
TBepAbIX KOMU C JOKyMeHTauuu;

- n3onsaumen nporpamMmm npouecca, BbINOIHAEMOro B UHTepecax cybbekTa, oT
Apyrnx cybbekTos;

-yrnpaBreHMeM NOToKamMun JaHHbIX B LieNsiX NpeaoTBpaLleHms 3anncu JaHHbIX
Ha HOCUTENM HECOOTBETCTBYIOLLEro rpuda.

OcHoBHbIMK TpeboBaHnamu Kk CK3W npu aTom siBRsitoTes cregyowme:

-BbIMOMHEHNE LeneBbIX QYHKLUNN;

-yoobCTBO 1 NpoCcTOoTa 0O6CNYXNBAHNS;

-onTuMarnbHasi NPON3BOAUTENBHOCTb;

-BbICOKas HA4EeXHOCTb B pexume paboTtbl 24 yaca/7aHen B Heaen/365 aHen

B roay;
-HEBbICOKasi COBOKYMNHAA CTOMMOCTb BNnaZeHusi Ha BCEM XU3HEHHOM LIUKNe;
-cooTBeTCTBME  TpeboBaHMAM  perynupylowmx opraHoB (ceptudumkaTbl
COOTBETCTBUSA);
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-wmngpposaHme no NOCT 28147 (256 6utos.).

Cuenapusamun ucrnonosoBaHus CK3U saensatoTtcs cnegyowiue:

- MeXceTeBble B3aMOAENCTBUS;

- 3alUMLLEHHbIM AOCTYN yaaneHHbIX U1 MOBUNbHbIX Nosib3oBaTeneu;

- 3awwmTa 6ecnpoBOAHbIX CETEN CBA3N;

- 3alWmTa MynbLTUCEPBUCHBLIX ceTen (BKrtoyas IP-TenedoHuto u
BUOEOKOH(EPEHLICBA3b);

- pasrpaHuyeHve JocTyna K WHgopmauuu B NoKanbHbIX CETSX; a Takke

ntobble KOMBMHaLMKM BbilLeNepeYnCcrieHHbIX CLieHapueB.
11.6 CpencTBa pasrpaHuMyeHus gocTyna

11.6.1 CpeacTea pasrpaHuU4eHnsa 4ocTyna nosib3oBartenen K matepuasibHbIM U
MHPOPMAaLMOHHBIM pecypcam NpeanpuaTnsa OomkHbl obecnevnBaThb:

- ABYX(haKTOPHYI0 MaeHTUMKaLUnIo 1 ono3HaHme (ayTeHTUmnKaumio)
3aperncTpupoBaHHbIX Monb3oBaTtenen wun npu  HeobxoguMocTu onpeaerneHune
NPUBSI3KM K MECTY €ro HaxoXAeHUS;

- perucTpauuio 4enCcTBUM nonb3oBaTenen no HeCaHKLMOHMPOBAHHOMY
AocTyny K obopyaoBaHMIO M MH(OPMAaUMOHHBIM pecypcam MpeanpuaTna m ux
NCNONb30BaHUIO;

- UCKIOYEHME 1 BKIOYEHME HOBbIX Nofnb3oBaTenen n o6bLeKToB JOCTyNa, a
Takke U3MeHEeHe NorTHOMOYMIA Nosib3oBaTeNnen;

- peakuuto Ha nonbiTkn HC[l, Hanpumep curHanusaumio, 6roKnMpoBKy,
BoccTaHoBneHnue nocne HCU;

- OYMCTKY onepaTmMBHON NamMATn n pabounx obnactenm Ha MarHUTHbIX
HOCUTENSX Nocrne 3aBepLueHnst paboTbl NONbL3oBaTENs C 3alULAaeMbIMN JaHHBIMU;

- KOHTPOSb LENOCTHOCTU 6a3 AaHHbIX MHOPMaLUMOHHBIX pecypcoB n CPL.

11.6.2 Cnocobbl peanusauun CP[L 3aBUCAT OT KOHKPETHbIX OCOBEHHOCTEN
00BLEKTOB MOHUTOpUHra npegnpuaTtusa. [onyckaetcs npuMMEeHATb  creayrowme
CcrnocoObl 3aWmThbl U NOOLIE X COYETAHUS:

-CP[], nokanu3oBaHHasi B NpOrpamMMHO-TEXHUYECKOM KOMMSeKce (S4p0
3aWwmThbl);
-CP[] Ha ypoBHE OMEepaLMOHHbIX CUCTEM, CUCTEM ynpaeneHust Gasamu

AA@HHbIX UMV MPUKNAAHbIX NPOrpaMMm;
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-CPL] B cpenctBax peanuaaunmm ceTeBbIX B3aMOAENCTBUIN UMW HA YPOBHE
NPUNOXeEHUN;,

-MCnonb3oBaHme KpunTtorpaduryecknx npeobpasoBaHUn M METOA0B
HenocpeaCTBEHHOIO KOHTPOSSA 4OCTYNa;

-pacnpegeneHHasa CPL;

-nporpammHas u (unu) TexHmyeckas peanusaums CP[L;

-OopraHu3aumsa goctyna ynorHOMOYEHHOrO nNuua K paspeLleHHon
MHOopMaUnK, 3aLULLEHHBIN SNEKTPOHHOW NOAMNUCHIO.

11.6.3 CP[ u cpenctBa 3awwinTbl MH(POPMALMOHHBIX pecypcoB MNpeanpuaTus
OOMKHbl  obecneumBatb KOHUAEHUMANbHOCTL W LENOCTHOCTb  MOoryYyaemMoun
WHpopMaUMM C  YyYEeTOM Ha3HAYeHUs, BaXHOCTU U  cneundukn obbEKTOB
MOHUTOpPWHrA.

Mpumepamun oTaenbHbIX peLleHnin MoryT ObiTb cregytoLwme:

- KOHMOeHUNanbHOCTb U LIENTOCTHOCTbL NepegaBaeMon no cetn nHopmaumm
nyTem Kpuntorpaduyeckon o0paboTKM Kaxaoro CeTeBOro naketa C MOMOLLbIO
Kpuntorpadgunyecknx anroputmos;

- ayTeHTMdMKauna oTAenbHOro nonb3oBartens U peanuaaums
NHOMBMAOYyanbHbIX MOMUTUK AOCTyna K 3afaHHbIM  KOMMbOTEpaM, MpPUKNaaHbIM
nporpammam o6paboTKn AaHHbIX U K pazaenam 6a3 AaHHbIX;

- BXOJ B 3alUULLEHHYIO CeTb TOMbKO ANs Bnagernbua nermTMMHOro
KpUNTOKIIOYA;

- BbINnonHeHne TpeboBaHumn ctaHgapToB 6e3onacHocTn IKE/IPsec ¢
NPUMEHEHNEM POCCUICKMUX anropuTMOB KpunTorpaduyeckoro npeobpasoBaHust No
OCT 28147, TOCT P 34.10 n TOCT P 34.11.

11.7 UHCTpYMEHTbI ynpaBneHus U noaaepXKu akcniayatauum nporpammMmHo-
annapaTtHou NnaTtopMbl UHTErPUPOBAHHOMW MHTENMNEKTYanbHOM CUCTEMBI
MOHUTOpPUHra n obecneveHnsa 6e3onacHOCTN NpeanpuATUN

NHcTpymeHTbl ynpaeneHus v nopgaepxku akcnnyatauun MAIMT MMCMnOBI
OOMMKHbI BKMNtoYaTb B cebsi cpeactBa peanusauum nonutukm 6esonacHoctn VPN
KNWEHTOB W LUSIO30B, OCYLLUECTBNATb YyrnpaBreHne 3TUMW YCTPOWCTBaMM, BKIIKOYas
HaACTPOMKM CETEBLIX MHTEP(ENCOB, CUCTEMbI MNPOTOKONMPOBAHUA, obecneuymBaTtb
BO3MOXHOCTb  MSIAHOBOW 3aMeHbl cepTudmkatoB 6e3 npepbiBaHUA  UMKNa

aKcnnyataunm n ceA3n, yaaneHHoro obHoBneHns nporpamMmmMmHoOro obecneyeHus.
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11.8 Tononorusa nocTpoeHus

Wnto3bl  6e3onacHOCTM  AOMKHbI  obecneumBaTb  MNOCTpPOeHME  NobbIX
TOMOMOMMYECKNX CXeM («3Be3gay», «aOepeBO», «MNOMHOCBA3Hasi ceTby»). [lpu
HeobX0AMMOCTM peanuayroT CXeMbl C NOBbILLEHHOW HaAEeXHOCTbIO, obecneymnBaemomn
Kak 3a CYeT pes3epBMpPOBaHUA LUMKO30B, TakKk W 3a CYET WCNONb30BaHWUA

alribTepHaTUBHbIX MapLUPyTOB CETU. I'Ipl/lmep TakKoW CXeMbl M306pa>|<eH Ha PUCYHKe 4,
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PucyHok 4 - Cxema peanusaumm UNMNCMuOBIT ¢ ucnonb3oBaHuem LINIO30B

6e30MacHOCTU N MEXCETEBbIX 3KPaHOB.
11.9 TpeboBaHUA K MeXCeTeBbIM 3KpaHaMm

Mpn BKNHOYEHUN MexXceTeBbIX 3KpaHoB B AC onpegeneHHoro knacca
3aLMLLEHHOCTH, Knacc 3alUMLLEHHOCTM COBOKYNHOM AC, nony4yeHHOW U3 UCXOOHOM
nytem pobaBneHnss B Hee MEXCETEeBOro 3KpaHa, He [JOSMKEeH MOHMKATbCA.
MexceTeBble 3KpaHbl [OOMMKHbI ObITb cepTudmumpoBaHbl kak CK3W  knaccos
3alMLLEHHOCTN, COOTBETCTBYIOLWMNX TpeboBaHusam denepanbHon cnyxbbl Mo
TEXHNYECKOMY W 3KCMOPTHOMY KOHTponto Poccum Kk obecnevyeHnoo  3awuTbl

MHpopmMauumn B asTomaTnanpoaHHblx cuctemax n FOCT P MCO/M3K 15408 -1.
11.10 AyTteHTudpmMKauma yaaneHHbIX norib3oBaTteneun

Ans yganeHHbIX norfb3oBaTenen MNPUMEHSIIOTCS  pasfMYHble  MeXaHW3Mbl
ayTeHTuduKaummn, HanpuMmep UHAMBUAYanNbHbIA NPeayCTaHOBMNEHHbIN KIo4d, Naposb,
3NEeKTPOHHas noAnuch. [1Nns NMOCTPOEHUS HA CTpaTerMyeckn U coumanbHO 3HAYUMbIX
oObekTax 4OBEPEHHOIO ceaHca CBsA3M U obecriedeHnss 6e30nacHOCTM KOMMYHMKaLMIA
B pamkax [OBEPEHHOro [oCTyna K BblAeNeHHOMY KOHMAeHUManbHOMY pecypcy
[0IMKHa obecnevmBaTbCa LENOCTHOCTb NMPOrpaMMHON cpeabl TepMuHana, M3onauns
BbIYMCITUTENBHOMO MpoLEecca KNMeHTa, cTporas AByxdpakTopHasi ayTeHTudUukauus,
N30NSUMS CEeTeBOW cpedbl YyOoaneHHOro nonb3oBaTtensi, KOHduaeHUManbHoCTb W

LEeNOoCTHOCTb nNepeaaBaemMbiX OaHHbIX.

11.11 YpoBHEeHb 3alWULWEHHOCTU CUCTEeMbl pa3rpaHUyYeHUst AocTyna K

MH(OPMaLMOHHBLIM pecypcam

TpeboBaHnsa K ypoBHIO 3awmweHHocTn CPL gomkHbl ObiTb  TLLATENbHO
AOKYMEHTUPOBaHbl. B cocTaB JOKYMEHTaUuM BKKOYAKT PyKOBOACTBO MoOsib30oBaTens
No UCMONb30BaHUIO U PYKOBOACTBO MO YNpPaBfeHUIO cpeacTBamMu 3alumThl, a Takxke,
npu  HeobxoguMmocTW,  ApyrMe  9KChnyaTauuMoOHHble,  yAOCTOBepsilowune #u

paspewnTesibHbie AOKYMEHTbI CJ'Iy)K6bI ©e3onacHocCTMW.
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MpunoxeHue A
(cnpaBoy4HOE)

Ctaguu v 3Tanbl XKWU3HEHHOroO LUKIa MHTErPUPOBaHHOM
MHTenNNeKTyanbHOM CUCTeMbl MOHUTOPUHIa U obecnevyeHus 6e3onacHoOCTU

NMPEANPUATURA . ..cuenenenrnreierrrnrearrarnrennensanns

Ctagnm n ocHoBHble aTanbl XusHeHHoro umkna MACMunOBI1 BbiGupatoT B
cooTBeTCcTBUM C pekomeHgaumammu ctadgapta FTOCT P MCO/M3K 12207. OcHoOBHble
Lenn KaXxgon ctaamm U CoCcTaB BO3MOXHBIX TEXHUYECKUX peLleHnin s 060CHOBaHNSA
N NPOEKTUPOBaHUA NPOMUNsa KOHKpPETHOW cucteMbl obecneyeHns 6Ges3onacHOCTU
npeanpuaTusa npueedeHsl B Tabnuue A.1
Tabnuuya A.1 — CTagnm XXM3HEHHOTO LMKIa U OCHOBHbIE TEXHUYECKME pELLEHUs
NMNCMnOBI1

Cragus
XKM3HEHHOrOo uuKna LleneBble ycTaHOBKM cTagnu [nana3soH peLueHun
MNCMKnOBI
KoHuenuus OnpegennTtb cocTaB O6BLEKTOB U yrpo3 JlokanbHble cuctembl
6esonacHOCTV NpeanpuUATUS. MOHMTOPUHIa K
OnpegennTb cocTaB nokasarenemn HesonacHOCTU KNnioYeBbIX
LeNOCTHOCTM U 3aLLMLLEHHOCTY KIO4EBbIX 06bEKTOB M NPOLIECCOB
06beKTOB M CyEBHLEKTOB NPeanpuUsTUS. npeanpuaTus.
CdhopmynuposaTtb koHUeNUMo obecneveHus WHTerpnpoBaHHble
©e30nacHOCTM KMnoYeBbIX MPOLECCOB. cucTembl obecnedeHus

Onpepenutb OYHKLMOHANBHYIO apXUTEKTYPY. KOMneKcHol 6e3onacHoCTu

MpeonoXxuTb NpUeMnemble NPOEKTHbIE npeanpuaTus
peLueHus.

OnpegennTtb cocTaB nonb3oBaTenen u
nepcoHana cnyx6 obecnevyeHns 6GeaonacHocTH,
pacnpegeneHne nx KoMmneTeHumm, yHKUNUN,
npae 1 OTBETCTBEHHOCTMW.

PaspaboTtatb cneundmkaumm TpeboBaHun K
nogcuctemam u 6asosbim MNMTK UKT.

OnpegenuTb NPUHLMNBLI KOOpAUHALUN
OesaTenbHOCTM paboymx rpynn UCNOMNHUTENEN U
pecypcoobecneyeHms 00LEeCUCTEMHONO 1
YacTHbIX NpoeKkToB obecneveHns 6esonacHoOCTH

npeanpusTus
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Cragus
YKU3HEHHOrO UuKria LleneBble ycTaHOBKU cTaguun [nana3oH pelueHnin
MNCMnOBI
PaspaboTtka YTOYHUTBL CUCTEMHbIE TpeboBaHNSA K CornaweHuns Ha ocHoBe
cornaliueHun, cpencteam obecneyeHnsa 6e3onacHoOCTy. 3aKkoHoaaTenbCcTBa

pernameHToB M
BHYTPEHHMX
cTaH4apToB
AeSTENbHOCTY

npeaonpuAaTna no

Onpepenntb 06LIMe pernameHThbI
B3aMMoaeNcTBUS crnyx6 obecneveHus
6e30nacHOCTU NPeANPUATUS, OCHOBHbIX
noapasaeneHuii - Bnagenbues, NoTeHLMANbHO

OnacHbIX OObEKTOB U npoueccoB npeanpuaTud,

Poccuinckon ®epepaumm.
KopnopatueHble
cornatleHus.
PernameHTbl, npouenypsbl v

dopmaTtbl 06MeHa AaHHbIMMU.

obecnevyeHunio NX BHYTPEHHUX U BHELLUHNX KOHTPareHToB. MpoTokonbl nepeaayn
©e3onacHocTn Paspabotatb OKyMEHTOOBOPOT crnyx6 OaHHbIX
obecneyeHunsa 6esonacHoCTU

MpoekTuposaHue BbinonHMTbL aHanu3 NpoLeccoB 1 cpeacTs PaspaboTka (3akynka)

(npnobpeTeHne) obecneyeHnss 6e30NacHOCTU KINoYeBbIX NoKarnbHbIX CUCTEM.
cpencTs NpOLECCOoB NpeanpusaTus. AKTyanusaumvs un
oGecneyeHus PaspaboTaTb yHKLUMOHAMbHbIE U NpuMeHeHne yCroBuii
©6e3onacHoCTH MaTeMaTu4Yeckme Moadenu npoLeccos [OEVCTBYIOLLMX CTAHOAPTOB U

obecneveHnss 6esonacHocTK.

[MogroToBUTL BapnaHTbl NPOEKTHBLIX PeLLEHNI
no BbIGOPY CPEACTB OpraHn3aLnoOHHOrO,
METOANYECKOro, TEXHNYECKOro Y NPOrpaMMHOro
obecneveHus.

BbINONHUTL aHanM3 TEXHUYECKNX
npensnioXeHn N NPOBECTU X TECTUPOBAHME Ha
COBMECTMMOCTb C 3KCMIlyaTUpyeMbIMU
(HacnegyembiMn) LeneBbIMU
aBTOMAaTM3NPOBaHHBLIMU CUCTEMaMMU
npeanpuaTms.

CdopmumpoBaTth nepedveHs (peectp) cpeacTs
obecneveHnsi 6e3onacHOCTM, pekoMeHZyeMbIX
ONsl NPUMEHEHUST B MPOEKTE.

OpraHnsoBaTtb NpoOeKTUpoBaHue (3aKynky)
cpenctB obecneyeHns 6e30nacHOCTM.

BbinonHuTE paboTbl N0 KOMMIIEKCUPOBaHUIO U
nHctannauum cpeacte MCOKBI Ha pabounx

MecTax cnyx6 obecneveHns 6e3onacHoOCTU

TMMNOBbIX MPOEKTHbIX
peLleHnin cpeacTs
BesonacHocT.

lMpumeHeHne oTpacneBsbIX
(kopnopaTunBHbIX)
TpeboBaHui.

CuctemHas MHTErpauna
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Cragus
YKU3HEHHOTO LMKNa LleneBble ycTaHOBKM cTagum [ranasoH peweHnn
UNCMnOBIN
OkcnnyaTtaums PaspabotaTtb Mogenu TexHU4eckoro TpeboBaHusa u ycnoBus
obcnyxmBaHusa cpeacte obecnedyeHuns TEXHUYECKOro
BesonacHOCTM NpeanpuaTus. 0o6CnyXMBaHMS NokanbHbIX
Onpegenntb TpeboBaHUA K 3HAHUSIM, (aBTOHOMHbIX) CUCTEM
HaBblkaM U YMEHVAM nepcoHarna criyxo obecneveHnst 6esonacHocTu
6e30nMacHOCTM 1 3KCMyaTaumnm TEXHUYECKOTO U | KIKOYEBbIX MPOLECCOB U
nporpaMmmHoro obecneyeHms. 0ObEKTOB NpeanpusTus.
lMpoBecTu obyveHme u atTecTaumio LleHTpann3oBaHHbIN
nepcoHana. MOHWUTOPWHI COCTOSHUS
O6ecneynTb BblgeneHne Heobxoanmbix 06beKkToB cny>xoomn
pecypcoB A5 9KCnyaTaumm CMCTEMBI. BesonacHocTK.
OKcnnyaTnpoBaTh CUCTEMY C LIEMbIO LleHTpann3oBaHHbIN
YOOBMNETBOPEHMS NOTPEOHOCTEN NONb30BaTENEN | MOHUTOPUHI COCTOSIHUSA
uenesbix 1 obecneynBaroLLnX BesonacHocTK
aBTOMAaTU3NPOBaHHYI0 CUCTEMY NPeanpuaTUS B | MHPOPMAaLIMOHHbBIX PECYPCOB
cepsucax besonacHocTw. npeanpuaTns
ConpoBoxaeHne OpraHnzoBatb crykb6y MOHMUTOpPUHIa U ConpoBoxaeHne cpeacTs

COMpOBOXAEHNS cpeacTB 6e3onacHOCTM
npegnpuaTuA.

PaspaboTtaTb pernaMeHTbl B3auMoaencTeus u
TUMNOBbLIE CLIEHAPUN aHanM3a MHUNOEHTOB -
yrpo3 6e3onacHocTu.

AHannsnpoBaTb U3MEHEHUS B apXUTEKTYpe
npegnpuaTUNA, NpoaykKumu, npoueccax u
TEXHOMOMNAX N UX BIIUSIHWE Ha COCTOSAHNE
©esonacHoCcTM Ans MmoandurKauum cMcTeM 1
aKkcnnyataumu.

Ob6ecneunTb BblaeneHne HeobxoanmbIxX
pecypcoB Ansi ANUTENbHOro
PYHKLNOHMPOBAHNE CUCTEMBI C YHETOM
BO3MOXHOW Moaudukaumm unm sameHbl
OTAEeNbHbIX KOMMOHEHTOB MO Mepe X

MopasnbHOro Unu QJI/ISI/NGCKOFO Mn3HOCa

De3onacHocTM cnunamum
crneumnanmanpoBaHHbIX
cnyx6 npegnpusATKs.
ConpoBoxaeHue
KOMMOHEHTOB cunamm
pa3paboTymKoB U
nocraBLLuKoB o6opyaoBaHus
N NPOrpaMMHOro
obecneyeHus.
ConpoBoxaeHne cunamu
cneumanmMampoBaHHbIX

opraHusauum
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Craausa
XKM3HEHHOTO LMKna LleneBble ycTaHOBKU cTaaum [nanasoH pelueHui
MNCMnOBN
3aBepLueHune AHanunsnpoeatb paboty cpeacte MMIMCMuOBIT 3ameHa oTKasaBLUMX U
(nMkBnaauus) Ha obbekTax npeanpuaTus. MOpanbHO ycTapeBLUMX

Bectun YYET N NPOrHo3npoBaHMe TEXHN4YECKOro
M MoparbHOIro ctTapeHnsa KOMMNOHEeHTOB,
nnaHMpoBaTb CBOEBPEMEHHYIO 3aMEHY,
BblaeneHmna pecypcos O5id BOCCTaHOBNEHUA
LleTOCTHOCTU CUCTEMbI.

XpaHeHme nnn ytmnm3auma cpeancrte
MNCMnOBI

KOMMOHEHTOB, CnMcaHne 1
YHUYTOXEHME O6BLEKTOB.

Peanusauma KomnoHeHTOB
Ha pblIHKe.

OpraHnsauma n
OCYLLIECTBIIEHNE XpPaHEHWS
CpeacTB U KOMMOHEHTOB
NMNCMnOBIN
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I'ocCT P

MpunoxeHue B

(pekomeHayemoe)

dopma onucaHuA CTPYKTypbl 6azoBoro npoduns

MHTerpMpOBaHHOVI MHTeﬂﬂeKTyaﬂbHOﬁ cucrembl MOHUTOPUHIaA U

ob6ecneyeHnsa 6e3onacHOCTU npeanpunAaTus

paspabotke MMCMunOBIT, npueegeHsl B Tabnuue B.1.

OcHoBHble TUNbl 6a30BbLIX MoaeNen, peKkomMeHagyeMbliX and onmncaHuna npu

Tabnuuya B.1 — Crpykrypa 6asosoro npodpuns MMCMuOBTT

Tun

HanmeHoBaHne 6a3zoBon mogenu

(DOpMaT onncaHuA

®yHKUMOHanNbHbIE MOAENV AEATENBbHOCTU
noapasaeneHuin npeanpusaTus — BrnagenbLa oobekTa

[ns kaxgon cnyxobl
npeanpuaTus
yKasblBaloTCH
00BbEeKTbI, NPOLECCHI U
pecypchl,
noanexaiume sawumuTe

11

I'Io,qpas,qeneHMﬂ aadMUHNUCTPAaTUBHOIO ynpaslieHNA

OnucaHve dyHKUUN
(TekcT)

OpraHnsaumnoHHas
CTPYyKTYypa

Cxema (gnarpamma)
B3anMoaencTBusa

Cnuncok oobekToB,
NpOLECCOoB U
pecypcos,
noanexaiwmx sawure
OT HeraTMBHbIX
BO34ENCTBUM

Hwvarpamma
npoLeccoB

1.2

Haquble 1 NMPOEKTHbIe noapa3aeneHna

OnucaHne obbekToB
[esaTenbHOCTU

[warpamma noTokoB
OaHHbIX
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Tun

HanmeHoBaHue 6a3zoBon moaenu

CDopmaT onncaHuA

Cnucok 06beKkToB,
NpPOLECCOoB U
pecypcos,
nognexawmx salmuTe
OT HeraTuBHbIX
BO30EeNCTBUM

13

Mpoun3BoacTBEHHbIE NOAPA3AeNeHNs

Cnucok 06beKkToB,
NpoLEeCcCcoB U
pecypcos,
nognexawmx 3awmnTe
OT HeraTuBHbIX
BO30ENCTBUN

Cnmncok
KOHTPONMPYEMbIX
napamMmeTpoB
NPON3BOACTBEHHbIX

14

MoapasaeneHns NHXeHePHOWM MHAPaCTPYKTYpPbI
npeanpusaTms

Cnuncok o6bekToB,
NpoLEeCCcoB U
pecypcos,
nognexawmx sawmnTe
OT HeraTuBHbIX
BO3EeNCTBUN

lMnaHbl pasmeLleHns
obopynoBaHus

KoHcTpykTuBHble 3D
Moaenu 3aaHnm u
COOpYXXEeHUN

15

MoapasgeneHns MHPOPMaLMOHHOM CIyXObl
npegnpuaTus

Peectp
MHAOPMAaLMOHHBIX
pecypcoB
npeanpuaTuUn

Peectp
obopynoBaHua n
NpPOrpaMmMHOro
obecneyeHns AC
CUCTEM NPEeANnpPUATUSA
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Twvn HanmeHoBaHue 6a3oBon mogenu

1.6 lMoapasgeneHus 6e3onacHOCTH

1.7 Moapasgenenuns cnyxo

1.8 Mogpasgenenus ounuanos 1 NpeacTaBUTENLCTB

npeanpuaTnda B Apyrux permoHax

2 NHpopmaLmoHHble Mogenu AokyMmeHToobopoTta

(anarpaMmmbl NOTOKOB AAHHbLIX)

3 3akoHogaTernbHOe N HopMaTuMBHOE obecneveHne
3agay obecneyeHmst 6e30nacHOCTM NPOAyKLUM,

MPOLIECCOB M PECYPCOB NPEeAnpUsATUS

4 MHdopmaumoHHo-nornyeckne mogenu 6as gaHHbIX

4.1 OOwero HasHa4yeHus

66

dopmaTt onucaHung

Cxema
AOKyMeHToobopoTa
npeanpuaTus

MaTpuua
NPUMEHSIEMOCTM
AOKYMEHTOB B
noapasgeneHusax

MapwpyThl,
anarpaMmmbl NOTOKOB
AaHHbIX

Cnncok HopmaTUBHO-
TEXHUYECKNX
OOKYMEHTOB

Tabnuupbl
NPUMEHSIEMOCTM

PernameHTMpOBaHHbI
e (HopMnpoBaHHbIE)
3Ha4yeHna nokasarenemn

Cxema 6a3sbl AaHHbIX
normyeckas

CnpaBo4HuK
MeTagaHHbIX
pacnpeaeneHHon 6asbl
OaHHbIX NPeanpuaTus

Cxema 6a3sbl AaHHbIX

Cnucok
3aperncTpupoBaHHbIX
nosnb3oBaTtenemn
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Tun HanmeHoBaHue 6a3oBon mogenu

dDopmaT onncaHunA

4.2 JlokanbHbIX 6a3 AaHHbIX O XapaKTepPUCTMKax
00BbEKTOB 1 NokasaTensx 6e3onacHOCTN NPOAYKL MM,

MPOLIECCOB M PEeCypPCOoB NPeanpusaTUS

4.3 bBasa gaHHbIX (peecTp) CpeacTB 3alnTbl K

obecneyeHmnst 6e30nacHOCTU pecypcoB NpeanpuaTus

4.4 Mopgenu Bbibopa nHopmaunoHHon cpeabl

nonb3oBatenen (tun OC, CYB/M, v gp.)

4.5 Mopenu opraHusauum 4ocTyna K AaHHbIM Mo

MHUMOEHTaM yrpos GesonacHoCcTM n NCTOopUN

lMpaBa goctyna
MoAenb 3aWmThbl OT
HCO v ncnonb3oBaHus
NHPOPMALIMOHHBIX
pecypcoB

Cxema 6a3bl AaHHbIX
domsnyeckasa

Tunosble OpMbI
BBOZAA AaHHbIX 3anpochbl
nonb3oBaTenemn
NHPOPMAaLIMOHHbIX
pecypcoB

dopmaTbl BbIXOOHbIX
OTYeTOoB

Cxema 6a3bl AaHHbIX
domsnyeckasa

Tunosble OpMbI
BBOAA AaHHbIX 3anpochl
nonb3oBaTenemn
NHPOPMAaLIMOHHbIX
pecypcoB

dopmaTbl BbIXOOHbIX
OTYEeTOB

O6ocHoBaHue
Bblbopa (TEKCT)

Maremartuyeckas
Mogensb (pacyeTHble
bopMyribl) OLEHKU
NPOn3BOANTENBHOCTH,
o6beMOB NamMATH,
BPEMEHM OTKNMKA
Tabnuuya
CpaBHUTENbHbIX
XapaKTepUCTmK
BapuaHTtoB TI1P

Cnucok
nonb3oBaTenen
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Tun HanmeHoBaHue 6a3oBor mogenu

dopmaTt onucaHung

NPUHATBLIX Mep

5 NHTepdpencel, cornaweHnsa no obmMeHy JaHHbIMU B
PUNCMuBIT

51 OpraHn3aunoHHble perfiameHTbl

5.2 TexHn4yeckune (annapartHble)

5.3 [MporpamMmmMHble

54 lMpoToKosbl nepegayn gaHHbIX

68

lMpaBa pgoctyna K
OaHHbIM
MpuopuTteTbl
obcnyxusaHus
Mopenb 3awwunThl
AaHHbIX
Cratncrtuka
MCNOSb30BaHUSA

Cnuncok cornaweHun
N NPUHATBIX
pernaMmeHToB
B3anMOOENCTBUS
Y4aCTHMKOB MPOEKTOB
(TekcT)

[unarpamma BHELLHUX
CBA3eN

CemaHTnyeckas
MoAesb NnpeaMeTHOMN
obnactu

Onucanue
NHTepdenca
obopynoBaHua n
YCTPOWCTB CBSI3M
(TekcT)

Cxema
dyHKUMOHanbLHas

Cxema
npUHUMNUansHas

WHCTpyKums no
HacTpouke

Onuncanwune
NHTepdenca (TeKCT)

Cxema anroputma

OnuncaHune npoTokona
(TekcT)
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Tun HanmeHoBaHue 6a3oBon mogenu

dDopmaT onncaHunA

6 BasoBble Mogenu aeaTtensHoCTH

(opraHnsaunoHHbIE perfnameHTbl)

6.1 PykoBogutenei n BegyLumx cneumnanmctoB

npegnpuaTtusa (CoseTta 6esonacHOCTN NpeanpuaTUs)

6.2 AHanMTMKOB MO OTAENbHbLIM HanpaBneHUsM
obecneyeHmns 6e3onacHOCTU NPOAYKLNKN, NPOLECCOB

N pecypcoB NpeanpuaTus

Onuncaxue
NPOrpaMmMHOro Moayns
nepegavn AaHHbIX
(OTKpbITLIN KOA, Ha
A3blKe
nporpaMmMmnpoBaHus)

Tabnuua (maTpuua)
pacnpegeneHns
PYHKLNA 1 30H
OTBETCTBEHHOCTM MO
3aKkpensneHHbIM
HanpasneHnam
OEeATenbHOCTH
nogpasgeneHui
npeanpuaTus

OnucaHve dyHKUUN
nocTa u 30H
OTBETCTBEHHOCTU
(TekcT)

Cnuncok (Tabnuua)
KOHTPONMpyeMbIX
nokasarenem
COCTOSIHMS O6BHEKTOB
MOHUTOPUHra

3anpochkl Ha NOUCK
MHpopmauun B Gase
AaHHbIX (TEKCT Ha
A3blKke NpegMeTHOMU
obnacTu npoekra)

Mogenb
NpeacTaBneHns un
oTOBpakeHns1 AaHHbIX
Ha paboyem mecTe
aHanuTuka
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Twn

HanmeHoBaHue 6a3oBon moaenu

dopmaTt onucaHung

6.3

6.4

6.5

6.6

70

lMepcoHana no Tekywen onepatmuBHon paboTte

AOMWHUCTPATOPOB JOKanbHbIX 6a3 faHHbIX
MHGOPMAaLMOHHBIX PECYpPCOoB noapasaeneHum

npeanpusaTms

AoMnHucTpatopoB 6a3 gaHHbIX 06Lero

Ha3Ha4YeHunA

AOMUHMCTPATOPOB KOpNopaTuBHbIX ceTen IBM

Tabnuupbl peLueHnin

[epeBbs pelleHunmn

Cratucrtumnyeckas
(BEpOATHOCTHASA)
MoAesnb OLEHKM
BO3MYLLIAIOLLINX
BO30ENCTBUIN HAa OObeKT
MOHUTOPUHra

Martematunyeckas
mMoaenb (pacyeTHas
dopmyrna) oLEHKM
KOMMEKCHOro
COCTOsIHMS 0bbekTa

CueHapuun gencTesum
B aBapPUNHBIX U
KPUTUYECKNX
cuUTyaumax

TexHonornyeckme
WMHCTPYKLUUN NO
JEencTBmsAM B
aBapUNHbLIX N
KPUTUYECKNX
cUTyaumsax

Peectp ob6bekToB
NHPOPMALIMOHHbIX
pecypcoB

Peectp
obopynoBaHus
NHXXEHEPHO-
TEXHUYECKNX CPencTB
3awnTbl

Peectp (Tabnuua)
nosfib3oBaTesnien n npas
nx gocTyna K
MHPOPMaLNOHHBLIM
pecypcam npeanpusTus
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Tun HanmeHoBaHue 6a3oBor mogenu

dDopmaT onncaHunA

6.7 ALMVHUCTPATOPOB NOYTOBLIX CrYX6

6.8 TexHn4yeckoro nepcoHana no obcnyxXnBaHmto
CpPeAcTB U 3ANEKTPOHHbLIX KOMMYHUKaL M

7 PacuyeTHo-aHanMTu4eckne mogenu ons peLeHns
NpVKnagHbIX 3agad 006paboTkM faHHbIX U MPUHATUSA
peLLEeHN Mo NHUMAEHTaM yrpo3 6e3onacHocT B
pernoHarnbHbIX (0Tpacnesbix) uenesbix AC
npeanpusTms

7.1 BBeopa, ngeHtTndukauus n npegBaputenbHas
obpaboTka gaHHbIX O COCTOSIHUN OOBHEKTOB U
cybbekToB He3onacHOCTM NpeanpuaTus

Cnuncku
nonb3oBaTenen

Mopgenb goctyna u
3aWnTbl OTNPaBEHNI
Mogenb 3almTbl OT
cnama

Peectp
obopynoBaHus
NMNCMnOBI,
YCTaHOBJIEHHOIO Ha
obbekTax
obcnyxusaHus

paduk TexXHMYEecKoro
obcnyxueaHus

[Mokasartenu
TEXHUYECKOro
obcnyxueaHus

PacyeTHble cbopmyrbl
OLIEeHKM 3aTparT Ha
TexXHn4yeckoe
obcnyxusaHune u
PEMOHT

OnucaHne BXogHOro
NOTOKa AaHHbIX

Cxema anroputma
obpaboTkm coobuieHuin
dopMbl BBOAA AAHHbIX
onepaTopom

3anpockl Ha Nomck
AaHHbIX
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YnopsigoyeHne gaHHbIX, rpyrnnupoBKY U OLEeHKa
TEKYLLMX U NPOTrHO3HbIX NoKasaTterneln 6e3onacHoCTH
npeanpusaTms

Mopgenn oueHkn puckoB. PacyeT HopMaTUBHbBIX
(MpuemnembiX) ypoBHEW pPUCKOB obecrievyeHuns
3agaHHbIX KOHCTPYKTUBHO-TEXHOMNOMMYECKNX
XapaKkTepucTuk OoBbekToB, MPOLEecCOB U pecypcoB
npeanpusaTuN

Mopgenu cTaTuCTUYeckoro oLeHNBaHMs 1 NPorHo3a
nokasarenen 6e3onacHoOCTU. JKcnepTHasa oueHKa
CUTyauun 1 NOAroTOBKA anbTePHATMB NPUHATUS
peLeHnn No MeponpuaTnaAM (NpoekTam)

obecneyeHns be3onacHoOCTuU

Mopenu aHanm3a BNuaHMSA NokasaTenemn
6e30MacHOCTU Ha Knto4YeBble TEXHUKO-
9KOHOMUYECKME nokasaTenu eaTenbHOCTH
npegnpuaTusa (MyHUUunanbHoro obpasoBaHus,

pernoHa)

BanaHcoBble Mogenu pacnpeaeneHns cpeacTs u
ycnyr 6e3onacHoCcT Nno nogpasaeneHnsm
npeanpuaTva. Mogenu cornacoBaHusi pecypcoB Ha

NpoeKTbl, 06opyaoBaHNE W yCryrn noapasaeneHuni

dopmaTt onucaHus

Cxema anroputma
06paboTkm coobLueHnin

Knaccudgpukauyus
NOTOKOB

Mogenb
NPUOPUTETHOIO
obcnyxmBaHns
coobueHnn

MaTtemaTtuyeckas
MOZENb OLIEHKM pucka

PacueTHble bopmyribl
HOPMAaTMBHbIX
(Npremnemsbix) ypoBHEN
pucka

MaTtemaTtunyeckas
MOAENb pacyeTHbIe
dopmynbl

CraTtuctuka

JKcnepTHas oueHKa
cuTyauum n nogrotoska
anbTepPHaTMB NPUHATUSA
peLleHnin

CemaHTnyeckas
MoAesnb NpeaMeTHON
obnactu

MaTtemaTtunyeckas
MOAEemNb pacyeTHble
doopmyIbl

Cratucrtuka

Tabnuuya (MaTpuua)
pacnpeneneHus
pecypcoB
OyHKUMOHaNbHada
MaTemaTtunyeckas
MOJESb OLIEHKMN
noTpebHOCTM B pecypce



lNpodomkeHue mabnuue! B.1

Tun HanmeHoBaHue 6a3zoBon moaenu
Oe3onacHocTU
7.7 Mopgenu nnaHnpoBaHus onepauumn u

corjftacoBaHuA peLueHI/IIZ I'IpO6J'IeMHO-CI/ITyaU,I/IOHHbIX
3afau ynpasrneHusa no HeﬁTpanmsaumm BHYTPEHHUX
M BHELUIHUX Yrpo3 ©6e30nacHOCTU 1 MUHUMM3ALUN

ywiepboB B AeATENBLHOCTM NpeanpuaTna (permoHa)

7.8 TeXHMKO-9KOHOMUYECKME pacyeTbl Mo
nporpammam, NpoekTam 1 MeponpuUAaTUSaM

obecneyeHns be3onacHoOCTuU

OkoHyaHue mabnuusi B.1

I'oCT P

CDopmaT onncaHuA

Cratucrtuka
NCnonb3oBaHUs
pecypcoB

MaTtemaTtunyeckas

Mozaenb
MHOrokpuTepuansHOro
aHanusa ansTepHaTuB
NPUHATUA peLleHnin

CeteBad mogenb
nnaHnpoBaHusA
paduk MNaHTa
CueHapum pas3BuTuS
cobbITUN, aHanun3
BPEMEHHbIX psSiAoB
Tabnuupbl peleHnin
[lepeBbs pelleHumn
MaTtemaTuyeckast moge
onTUMM3aumm
PacyeTHble bopmyrbl

OnuncaHue NpoeKkToB U
MepPONpUSATUA NO
obecne4vyeHunto
BGesonacHoCcTH

MaTtemaTuyeckue
Mo4enn BANSaHUS
nokasarenem
BGesonacHoOCTU Ha
nokasatenu
OeAaTenbHOCTH
npeanpuaTus
PacueTHble pbopmyrbl
OLeHKMN NOTpebHOCTM B
pecypcax Ha NpoeKTbl
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npOeKTHbIe mMoaenun ontTuMmnsaunin CTpykTypbl

KOMTMJ1eKca cpeacTs obecneveHnsa 6e3onacHoOCTM

Monaenu TeEXHUYECKOoro o6CnyXmBaHus u
COMPOBOXAEHNs cpeacTs 6e3onacHoOCTM B
nogpasneneHnsx

Mogenu doopmupoBaHusa TpeboBaHUN K YHKLMSM
N KOMMNETEHTHOCTUN 3KCNyaTauMOHHOIo nepcoHana,
OLEHKN OeATEeNbHOCTU JOSMKHOCTHBIX ML

dopmaTt onucaHus

Onucanue
ApxutekTypbl 1 TP
(TekcT)

Cxema
dyHKUMOHanbLHas
NMNCMnOBI

Cxema noTokos
AaHHbIX

Onucanue
CUCTEMHBbIX
XapaKkTepUCTUK
obopynoBaHua un
NpOrpaMmMHoOro
obecneyeHuns
anbTepHaTUBHbIX
BapMaHTOB MPOEKTHbIX
peLleHnin

Martemartunyeckue
MOZENWN OLEHKM
HaOeXHOCTH,
NPOMyCKHOM
CNocoBHOCTU U
NPOn3BOAUTENBHOCTU

MmMutaymoHHas
mMogersnb
PYHKLMOHNPOBAHUSA
PacueTHble hopmyrbl
MaTtemaTtunyeckne
mMogenu

Pac4yeTHble doopmynbl

OnucaHve dyHKUuN
nocta (Tekcr)

Cxema (gnarpamma)
pabo4ero npouecca

Mogenb onepaTuBHbIX
OencTBum

lMokasaTenu kayecTBa

lMokasartenu
pe3ynsTaTMBHOCTU

lMokasartenu
HaOEeXXHOCTK
ornepaTopcKon
OEeATeNnbHOCTH
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MpunoxeHwne I

(pekomeHayemoe)

TunoBas apxXUTeKTypa CUTYaUMOHHOro LeHTpa

Tunogas CTPYKTYypa CUTYyaunMOHHOIO UeHTpa npneegeHa Ha pucyHke r1

4
KU3HE

co

Per| PervoHanbHbii BHeluHne
peec |peecTp LUDpPOBbIX nonb3oBaTenu
yAoc | yaocToBepAoLLUX Cuctema aBTopu3aluu nonb3osaTenei 1 onpeseneHus npas MHGOPMALMOHHbIX

| noanucen MCNONb30BaHUA UHPOPMALIMOHHBIX PECYPCOB CUTYALMOHHOMO pecypcoB LeHTpa
LieHTpa
Cuctemsl
Cuctembl CucTeMbl OLEHKM
5 appecHoro
oTobpaxeHUa Mogenen 1 MOAENUpoBaHua
LieHTpanusosaHHoe ornoseLeHuns
o6bexToB cuTyauumn
XpaHUnuLLe AaHHbIX
BHyTpeHHMe 1
NHopmaLynoHHo-
MPUHATUA Cﬂy>K6b|
nouckosasa cuctema 2
3awuuleHHas ceTb cbopa peLeHnn BOCCTaHOBMNEHUA
1 06paboTKN AaHHbIX O LenocTHOCTH
COCTOAHUN O6BLEKTOB o6bekToB npu YC
Cpt¢

| CpegcTea perctayun cobbITUI U 3aLLUTbI AaHHbIX SNEKTPOHHON noanucbio onepatopos U JIMNP Ha o6bekTax |

VIHKeHepHO

Cucteml
TEXHUYEeCKne OxpaHHo- BuaeoHabnaeHue KoHTponb u

Kn3HeobecneyeHna [pyrue UCTOYHWKN
z & cpeacTsa noxapHas 1 MOHUTOPUHT ynpasnexue
3AaHWIA U MH(opMaLMK
2 3aWnTbl CUrHanusauma MIOACKKUX NOTOKOB L0OCTYNoOM
COOPYKEHWI
00BEKTOB
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KntoueBble crnoBa: apxuTekTypa CUCTEM, MHTErpauns, UHTeNneKkTyanbHble CUCTEMbI,
obuiectBeHHaa 6e30MacHOCTb, MOHUTOPUHL, o0ume TexHuyeckne TpeboBaHus,
nporpaMmHble cpencrea, CUTYaLMOHHbIN LEHTP, OTKpbITble Koapbl,

NOSNIMLEHTPUYHOCTb, MHTEPONEepabensHOCTb

PykoBoauTenb opraHusauumn-paspaboTtymka

3A0 «UNHTerpa-C»

'eHepanbHbin anpekTop  B.A. KyaenbkuH

PykosoguTtenb pa3paboTtku

KoHcynbraHT No ynpasneHuto npoektamu B.®. [leHucos

Ucnonuutens  W.LU.NGparumos

COUCIOJTHUTENN

PykoBoauTenb opraHusauumn-paspaboTtymka

PykosoguTtenb pa3paboTtku

NcnonHutenb
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